Quickstart

Svacer — cepBep xpaHeHus 1 06paboTKmM pesynbTaToB paboThl CTaTUYECKOro aHaM3aTopa Svace.

Svacer coCTouT N3 04HOro ucnosHaemoro amna ./bin/svacer (gns Linux)n ./bin/svacer.exe
(onsa Windows). OH ncnonb3yeTcsa Kak AJ1a 3anycka cepsepa, Tak 1 419 UMMopTa 1 3arpy3kKn Ha
cepBep pe3ysbLTaToB aHaM3a.

YcTaHOBKa M 3anyck

Ons paboTbl cepBepa Heobxonnm PostgreSQL. Ero MOXXKHO YCTaHOBUTb Kak MakeT, 1nmbo 3anycTuTb B
nokepe — docker-compose ann ass 3TOro HaxoauTcs B ./extra/docker-compose-postgres.yml .

YcTaHoBKa u 3anyck u3s deb/rpm nakerta

Mpouecc ycTaHoBKU 13 .deb 1 .rpm NakeToB HECKOILKO pa3sindyaeTcs n byaeT onucaH HUXXe B
oTAenNbHbIX rnaBsax. Mpouecc HACTPOMKK 1 3amnycka He pasnmyaeTcs n byaeT onucaH B oaHom obuien
rnase.

.deb

CkavanTe .deb makeT penunsa n BbINOJHUTE CEAYIOLLYI0 KOMaHAy
sudo apt install ./svacer_<version>_amd64.deb

Mpwn aTOM, ecnn B penosntopunsax ectb PostgreSQL, oH ByneT ycTaHOBNEH aBTOMaTu4eckun. Ecnm HeT,
TO yCTaHOBKa 3aBepLumTCs ¢ owmbkom o 3aBucuMocTun oT PostgreSQL. B 3ToM cnyvae BaM Hano byaet
yCTaHoBUTb PostgreSQL Bepcumn He Huxxe 10-1 (CM. 4OKYyMeHTauuto), nocse Yero noBTOpUTb
yCTaHOBKY Svacer.

.rpm

YcTtaHoBuTe PostgeSQL Bepcumn He HMXXe 10-m gna Bawen OC cnenys AOKYMeHTaLUUW.
[JononHnTenbLHO ycTaHOBUTEe nakeT postgresql-contrib n3 Tex ke peno3nTopures.

Mpumep ona Centos 7

sudo yum install -y https://download.postgresqgl.org/pub/repos/yum/reporpms/EL-7-
x86_64/pgdg-redhat-repo-latest.noarch.rpm

sudo yum install -y postgresqll4-server postgresqlil4-contrib

sudo /usr/pgsql-14/bin/postgresql-14-setup initdb

sudo systemctl enable postgresql-14

sudo systemctl start postgresql-14

Ona sepcun PostgreSQL Hmxe 13- TpebyeTca ABHO paspeLlinTb NOAKIOYEHNE K JIOKaJIbHOMY XOCTY
6a3bl Cc nornHoM/maponem. 1N 3TOro NpoBepbTE CAeayolme CTPOYKN B KOHLE (anna

/var/1lib/pgsql/<version>/data/pg_hba.conf

# IPv4 local connections:

host all all 127.0.0.1/32 ident
# IPv6 local connections:
host all all 1:1/128 ident

B cnyyae ecnu B nocnegHem ctonbue ykasaHo 3HavyeHne ident , nomeHanTe ero Ha md5 u
nepesanyctute PostgreSQL.


https://www.postgresql.org/download/linux/
https://www.postgresql.org/download/linux/redhat/

sudo systemctl restart postgresql-12
CKavanTe .rpm nakeT penmsa Svacer 1 BbINOJHATE CAeAYIOLLY0 KOMaHAy

sudo yum install ./svacer-<version>.x86_64.rpm

HacTtpo#ka u 3anyck

Mpouecc HaCTPOMKK 1 3anyCKa OOMHAKOBbLIN N8 Svacer yCTaHOBAEHHOro 13 .deb n .rpm nakeTos.
B npouecce ycTaHOBKM CO38al0TCa cnepyowme daibl 1 gupekTopumn

« /etc/default/svacer - KOHPUrypaLVOHHbBIN anin
« /var/log/svacer - oupeKkTopmsa O N10ros
« /var/lib/svacer - pupekTopus ansa object store

Mocne yctaHoBKK Svacer TpebyeTcs co3paTh nonb3osaTtena u bl PostgreSQL. Ons aToro nepenaute
B MoJsib3oBaTens postgres, 3anyctute psql 1 BbINOHUTE COOTBETCTBYIOLLME 3aNpOoChl, NOC/e Yero
BbINANTE U3 KOHCoNM PostgreSQL n 13 nonb3oBaTtens postgres.

sudo su -1 postgres

psql

postgres=# create database svace;

postgres=# create user svace with encrypted password 'svace';
postgres=# grant all privileges on database svace to svace;
postgres=# alter user svace superuser;

B naHHoM npumMepe co3naetcs B[l svace 1 npaBa Ha Hee BblAAlOTCA NMOMb30BaTENO svace C
napoJsieM svace , @ Tak)e 3TOMY MoJib30BaTest0 BbIAAIOTCA NpaBa cyneptosepa (3To Heobxoammo
0151 co3[aHna pacumpeHnin B PostgreSQL). Mpu ncnonb3oBaHMN 3TUX 3HAYEHUI JasibHenLwasn
KOH(Urypaums He TpebyeTcsi 1 MOXKHO MNepexoinTb K 3amnycky.

Mpy ncnonb3oBaHUM APYrnx UMeH nonb3oBaTens, b nnm napons notpebyeTca AOMNOAHMUTENbHAsA
KOH(Urypaums nepen 3anyckom Svacer: B panne /etc/default/svacer Hy>XHO MOMEHATb
napameTpbl NnogknoyeHnsa K bl B cTtpoke

SVACER_ARGS="--pg postgres://<user>:<password>@127.0.0.1:5432/<database>"

B 3TOI Xe CTPOKE MOXXHO YKa3sblBaTb MpoYve apryMeHTbl A8 3arnycKa cepeepa Svacer.

Mocne coszpanuna b n HaCTpOMKM KOHCbI/IpraLI,VII/I Svacer 3anyCTUTb €ro MO>XXHO ciieayoumnmm
KOMaHAaMun

sudo systemctl enable svacer
sudo systemctl start svacer

Mocrne Yyero NPoBepUTb YCMELIHOCTb 3anycka KOMaHA oM
systemctl status svacer

B cnyyae ycnewHoro 3anycka cepsep byaeTt goctyneH no agpecy http://localhost:8080

Mpwn ycTaHoBKe 13 .deb nnan .rpm nakeTa Svacer CTaBUTCA B AUPEKTOPUIO, NPONnMcaHHyto B $PATH,
Mo3TOMYy Mpwu 3anycke Svacer Aas uMNopTa 1 3arpy3Kn pe3ysbTaToB NOHbIA NYyTb K UCNOSHAEMOMY
hanny svacer ykasbiBaTb He TpebyeTcs, oH ByaeT [OCTYNeH NMPOCTO MO NMEHN.


http://localhost:8080/

3anyck B docker

YctaHoBuTe docker n docker-compose. Mockonbky o6pasbl PostgreSQL n Svacer pa3melleHbl Ha
nokep-xabe, ANs UX CKayuBaHWs Mpu 3anycke HeobxoANMo HaslMyne NHTEPHETA.

Ncnonb3ynTe Ang 3anycka docker-compose daiin, Haxoaawmncs B guctpubytmee Svacer:
./extra/docker-compose.yml . lNepengnte B ANPEKTOPUIO, FAe HAXOANTCHA 3TOT Pala 1 BbINOJHUTE
KOMaHay

docker-compose up -d

Mpwn aToM BypeT 3anyLiLeHo ABa KoOHTelHepa: PostgreSQL n Svacer. Mocne 3anycka KOHTenHepoB Beb-
nHTepdenc Svacer 6yaeT focTyneH no agpecy http://localhost:8080

B npouecce 3anycka B TekyLlen gupektopumn 6yayT co3naHbl ABe AUPEKTOpUMN

. postgres_data - ona xpaHeHusa B[ PostgreSQL
- svacer_data - onsa object store cepsepa Svacer

3Tn gnpekTopun byayT NPUMOHTUPOBaHbLI B COOTBETCTBYIOLLME KOHTENHEPLI Kak volumes, 3To
Heobxo[MMOo N9 CoXpaHeHUs AaHHbIX B[l 1 cepBepa nocsie 0CTaHOBKWU UM nepe3anycka
KOHTEeNHepoB.

Ba)kHoe yToyHeHue: B loKepe 3amnyCcKaeTcs ToJIbKo cepBep Svacer. [1ns uMnopTa U 3arpysku
pe3ynbTaToB Ha cepBep OyaeT Hy)KeH UCMOoJIHAeMbI dain svacer.

OCTaHOBUTbL CepBep Svacer MOXXHO, BbINOJIHUB CJIEAYIOLLYIO KOMaHAy
docker-compose down

Tak>Xe MOXXHO 3amnyCTUTb B JOKEP-KOHTeNHepe Tonbko PostgreSQL ans nocnepytowlero 3anycka
svacer Bpy4dHyto. icnonb3synTe cann ./extra/docker-compose-postgres.yml

docker-compose -f docker-compose-postgres.yml up -d
YT106bI OCTAHOBUTL, COOTBETCTBEHHO

docker-compose -f docker-compose-postgres.yml down

YCTaHOBKa U 3anycK BPYy4HYIO

[Onsa ycTaHOBKM Svacer ckavyanTe n pacnakynte apxus anctpubyTtmea (ann c Ha3BaHUeM BMaa
svacer_release-<version>.zip ).

Mpwu ncnonb3oBaHun PostgreSQL, NpefBapuTeSibHO HACTPOEHHOIO Ha KakoM-nMbo XocTe,
Heobx0AMMO MCMOJIb30BaTb COOTBETCTBYOLIME NapaMeTpbl 3anycka. JonycTuMm, PostgreSQL
paboTaeT Ha JSloKasbHOM XOCTe, B HEM co3faHa B[l svacer_db , fOCTynHas oT nosb3oBaTens
svacer_user C napoJjieMm svaceri123 . B 3Tom cnyyae 3anycTuTe Svacer co ciaeayowmmn
napameTpaMu

./bin/svacer server --pg postgres://svacer_user:svacer123@127.0.0.1:5432/svacer_db

Ecnu Bbl 3anycTunm PostgreSQL B fOKep-KOHTENHEpe, UCcnosnb3ysa ann ./extra/docker-compose-
postgres.yml , To Npu 3anycke Svacer napameTp --pg ANs MNOAKJYeHUs K Bl MOXXHO He
yKa3blBaTb, MOCKOJIbKY OblN1 CO3AaH Nosib30BaTesb U 6a3a, NnponucaHHble B Svacer Kak napaMeTpbl No
YMOJIHAHMIO.


http://localhost:8080/

./bin/svacer server

Mocne 3anycka cepBepa Beb-nHTepdenc Svacer byaeTt agoctyneH no agpecy http://localhost:8080

Ona nHdopmauunm o bonee feTasbHOM HAaCTPOVKe NapaMeTPOB CepBepa Npu 3anycke CMOTpuUTe
manual.pdf, a Takxe svacer server --help

MMnopT v 3arpy3kKa pe3ysnbTaToB aHaNu3a

MIMAopT pe3ynbTaToB aHaM3a U UX 3arpy3ka Ha cepBep NPOU3BOAATCS TakXe npu MOMOLLM 3arycKa
svacer .

svacer import

B npouecce nmnopTa nponcxoant npenobpaboTka, KOHBEPTUPOBaHME BO BHYTPEHHWI hopMaT ”
COXpaHeHve pe3y/ibTaToB aHan3a B NPOMEXYTO4YHOM xpaHuauLe. Mocne Toro kak 6ein nposeneH
CTaTU4eCKWIA aHann3 rnpu nomMoLLm svace ( svace analyze ), MMAOOPT MOXHO CAeslaTb, BbINOJHUB
KOMaHAy

svacer import --svace <path to svace> <path to project>

. <path to svace> - nyTb K UCNONHAEMOMY (hainy svace U3 ANcTpubyTumBa svace
« <path to project> - nyTb K NpoekTy (AnpekTopun, coaepxxallen .svace-dir)

Ecnu nyTb K ncnonHsemomy anny svace HaxoauTca B $PATH, B KayecTBe 3HaYeHMs onuum --svace
MOXXHO YKa3aTb He MOJIHbIN MyTb, @ TOJIbKO UMS UCMONHSAEMOro dansia — svace .

B pesynbTaTe pa6OTbI 3TOW KOMaHAbl svacer co3facTt MPOMeXyTo4YHOoe xpaHuauvuie. No ymon4aHuo
NpoMeXXyTo4YHOe XpaHuUuLLe CO3[aeTCa B Nanke .svacer-dir psanom c ﬂ,MDEKTOpMeM .svace-dir .

MpuMep nmnopTa

svacer import --svace /home/user/svace/bin/svace

B maHHOM c/lydae B KavecTBe <path to project> yka3zaHa Tekyllas AMPEKTOPUSA, TO €CTb MMMOPT
3anylleH U3 AMPeKTopun, roe HaxoauTca .svace-dir .

svacer upload

0N 3arpy3ku pe3y/ibTaToOB UMMNOPTa Ha CepBep UCMNoJib3yeTcs KoMaHaa upload . CepBep Svacer, Ha
KOTOpPbI MPOU3BOAUTCS 3arpy3Ka, B 3TOT MOMEHT Y>Xe A0/IKEH ObiTb 3amnyLUeH.

svacer upload

Mpn 3ToM NO yMoN4YaHUIO pe3ynbTaThl UMNopTa byayT B3ATbl U3 .svacer-dir , pacnono>XeHHoN B
TeKyLlen ANpeKTopun, a 3arpy>xeHbl Ha localhost.

CmoTpuTe manual.pdf u svacer help pns 6onee nogpobHoOM nHMopMauMm o NapaMmeTpax NMMNopTa
M 3arpys3Ku, a TakXXe 0 ApYyrnx BO3MOXXHOCTAX 06paboTKu pe3ynbTaTos.

MpocMmoTp pesynbtaTtoB B Web Ul

Mocne 3anycka cepBepa Svacer 3anante 6pay3epomM Ha COOTBETCTBYHOLLMIA XOCT U NopT (no
yMmondaHuio — http://localhost:8080), Tam Bbl yBUAMNTE hOpPMY SIOFrUHaA. JIornH/maponab no yMmoa4aHuto
— admin/admin. B ganbHenweM ero MOXXHO CMeHUTb B pa3genie Settings -> Users.



http://localhost:8080/
http://localhost:8080/

Svace History Server €)

(8
.

Mocne ycnewHon aBTopm3aummn nosib3oBaTe b MOXeT BblbpaTb NPOEKT, BpaHy 1 CHINWOT Ans
npocMoTpa pe3y/ibTaToB paboThl aHasM3aTopa svace.

E: Svace Server £ Project: = openssl ~ Branch: ¥ master ~

Snapshot: E Snapshot 2020-04-30 05:49:16 +0300 ~ 2|2 Compare with: ~

Mocne Bbibopa NpoekTa, BpaHya U CH3MLWOTa COOTBETCTBYIOLLME pe3yibTaTbl aHan3a 3arpyssTcs B
Beb-nHTEpPdENncC.

- B neBon naHenun 6yneTt BUAEH CNUCOK YekepoB Svace, cpaboTaBLIMX B BbIOPAaHHOM CH3MLWOTE.

« B BepxHel LeHTpanbHOM NaHenn NokasbiBaloTCA BCE HaMAEHHble npeaynpexaeHuns. Ons
BbIbOpa aKTUBHOIO NpeaynpexaeHns MOXKHO NCMoJIb30BaTb ABONHOWN KJIMK Ha CTPOKe B
nobom ctonbue nam oanHapHbIA KKK Ha MMeHn dalina B ctonbue File.

« [ocne Bbibopa NpefynpeXxAeHUs HXKHASA LeHTpasibHas NaHes b NMOKaXeT UCXOAHbIN KOJ C
COOTBETCTBYIOLLMM MapKepoM NpenynpexaeHuns, a npaeas naHenb — stack trace gns storo
npenynpexneHus.



Snapshot: =] Snapshot 2020-04-30 05:49:16 +0300 ~

% svaceServer © Project: @ openssl ~ | Branch: § master - | [N Review [ Browsecode @ Reports il settings € Agents

=g Compare with: ~

5 Chede w2 B e ©

BAD_COPY_PASTE (2) wl
BAD_SZEOF (5) ol
BUFFER_OVER!
BUFFER_OVERFLOW

BUFFER_SHIFT(6) o

Description

DEREF_AFTER_NULL

7 DEREF_AFTER_NULL

8 DEREF_AFTER_NULL

BUFFER_UNDERFLOW (61) wlf
DEREF_ AFTER_FREETMP (26)

DEREF_AFTER NULL (16) uf

) DEREF_AFTER_NULL
0 DEREF_AFTER_NULL

DEREF_AFTER_NULL
DEREF_AFTER_NULL
DEREF_AFTER_NULL

4 DEREF_AFTER_NULL
5| DEREF_AFTER_NULL

DEREF_AFTER_NULL

7 DEREF_AFTER_NULL

DEREF_AFTER_NULL

@ Snapshot information

ssl_cert.c:819

g 'Sk_X509_NAHE_pusn(Stack,
X509_NAME _free(xn) ;
goto err;
}
}

0SSL_STORE_INFO_free(info);

ERR _clear_error();

DEREF_AFTER_NULL After having been compared to NULL value atssl_cert.c:778, pointer ctx'is passed as 1st

parameter in call to function ‘OSSL_STORE_close' at ssl_cert.:813, where it is dereferenced at store_ib.235.

O admin +

Undecided

DEREF AFTER_NULL JEEREIZIT)
Comments  Details
1. Role: dereference
1. Variable ctx' s passed to function '0SsL_STORE _cld

se'as 1st parameter at ssl_cert.c:819

dereferenced here.

2. Role: null check
1. null check

I'IpaBaﬂ naHeNb NMNO3BONIAET pa3MedaTb npeaynpexaeHuna, BbiICTaBnaa onaa HUX cneanytouime ctaTycChbl

« Undecided - ons npenynpexnaeHun, ans KOTOPbIX NMOKa He Npou3BoAniack NpoBepka. 3To

3Ha4YeHune npuceBamBaeTCca CTaTyCaM HOBbIX I'Ipe,El,yI'IDE)KD,EHI/IVI.

. Confirmed - ponsi npenynpexnaeHuin, KoTopble Nob30BaTeb, MPOVU3BOAMBLLNA Pa3MeTKY,

nocYMTan UCTUHHBIMU.
« Won't fix - ona npenynpexxaeHun, KoTopble hOPMasibHO MOTYT CHATATLCA UCTUHHBIMU, HO

no TeM UM UHbIM MPUYNHaM UCrpaBseHNne COOTBETCTBYIOWNX Ae(EKTOB He 6yJJ,ET

npoBOANTbLCA.

« False positive - aona npepynpexaeHuii, KoTopblie Nosb30BaTe b, MPOU3BOAUBLINIA

pasMeTKy, NocYnTan ownboYHbIMN.
« Unclear - aons npeaynpexneHui, 4Jig KOTOPbIX MoJib30BaTe b, MPOU3BOAMBLUNA pa3MeTKY,
He cMor onpeaennTb NCTUHHOCTb.

Tak>ke B MpaBoOl NMaHean BO3MOXXHO NPOCMaTpPUBaTh AOMNOJHUTENbHYIO NHGOPMaLMIO O BbiIBpaHHOM
npeaynpexaeHnn (Bknaagka Details) n nobaBnaTe K HEMYy KOMMeHTapum (Bknagka Comments).

Bonee nogpobHyto MHOPMaLLINIO O BO3SMOXXHOCTSX Beb-uHTepdenca Svacer cmotpmute B manual.pdf



