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1 BsBepeHue

CepBep unctopuin Svacer (Svace Server) npegHasHadyeH A8 XpaHEHUA M 06paboTKM pe3ynbTaToB
paboTbl cTaTM4ecKoro aHanusatopa Svace. OH paspaboTaH C Lesibl0 3aMEeHUTb CTapbin cepBep
MUCTOPWIA, BCTPOEHHbIM B aHanu3aTop Svace.

[lonyckaeTcs ogHOBpEMEHHOE MCMNO/Ib30BaHUE CTAapOro M HOBOrO CEPBEPOB.

1.1 TepMuHbI
Project MpoeKT, nognexawmin aHanunsy.
Mo yMon4yaHUIO MMEHEM MNPOEKTA CYUTAETCS UMSI IMPEKTOPUN, B KOTOPOM
6b1n1 3anyLeH svace build u svace analyze.
Ha cepBepe npoeKT coaepXuTt B cebe Heckobko branch ¢ pesynbtatamm
paboTbl aHa/IM3aTopa
Branch (BeTka) BeTka B NpoeKTe ¢ pe3ynbTataMu paboTbl aHansaTopa.

Mo ymMon4aHMIO NPOEKT UMEET OAHY BETKY — master

Snapshot (cHMMOK) | Pe3ynbTat paboTsl svace analyze, MMMNOPTUPOBaHHbLIM B MPOMEXKYTOYHOE
XpaHWuLLE Uan Ha cepBep. COAepPIKUT:

" MMS$ MPOEKTa;

" UMS BETKU;

= pe3ysbTaTbl aHaNM3a (NpeaynpexaeHus);

" NCXOJHUKM, KOTOpble 6blaKn BKAtOYEHDI B build, Ha koTopom
NpPOU3BOAM/ICS aHA/IN3;

= BcroMoratesibHasi MHpopMauus Ansi HaBUraLUKM No UCXOJHUKaM;

"  JOMOJIHUTE/IbHbIE [JaHHbIE;

Jlonyckaetcs WMMNOPTMPOBAHWE CHUMKOB 6€3 MCXOAHOro Koga M
[OMNOJIHUTENBHOM MHPOPMaLIUM

Marker (Mapkep, MpepynpexaeHne oT Svace ¢ MHPOpMaUMEN O MO3ULUM B UCXOAHOM

npeaynpexaenue) | danne

Svacer Svace History Server, a TakXe UCNOAHAEMbIN dal, coAepyKalluuii Kop,
cepsepa

Pa3meTka MpocTaBneHMe cTaTyca MapKepa C OMNuUMOHalAbHbIM  A06aBAEHUEM
KOMMeHTapus

1.2 CocraB gucrpubyrtuea

bin/svacer buHapHbIN pann cepeepa v yTManTa gsis MMNOPTUPOBaHUS pe3yibTaToB.
bin/svacer.exe Pexxum paboTbl 3aBUCUT OT apryMeHTOB

support/svace- YTUAUTa NOAroTOBKU AaHHbIX A5 UMMNOPTa U3 CTaporo cepBepa UCTOPUA.
migration/svace- Tpebyetr JDK pna 3anycka. MoxeT ucnonb3oBatbcsd JDK M3 cocraBa
migration.jar ancTpubytnea Svace

extra/docker- Docker-compose ¢ainbl ana 3anycka B[, PostgreSQL u Svacer B docker-




compose*.yml

KOHTenHepax

integrations/vscode

Pacwmperune gna Visual Studio Code v gokymMeHTauus Ha Hero

1.3 3aBucumoctu

PostgreSQL
BEPCUM He HMKe 10-1

MapameTpbl NOAKAOYEHMS OMPeaenstoTcs apryMeHTOM npu 3arnycke
cepBepa WM nepeMeHHon  oKpyeHus SVACER_PG_URL. Tlo
YMOJIHaHUIO, UCNoJIb3yeTcs cneayrowmii connect URL:
postgres://svace:svace@0.0.0.0:5432/svace

MoxHo ncnosb3oBaTtb PostgreSQL B docker-koHTelHepe.
HactostenbHO peKoMeHAyeM MCMNOJ1b30BaTb BblAe/IEHHbIN cepBep AN
XpaHeHus BJl, ocobeHHo B production

libc.so
libpthread.so
libdl.so
linux-vdso.so

CepBepHass 4yacTb HanmcaHa Ha Go ¢ CGO_ENABLED=1 BBuay
HeobxoamMmMocTn uyutatb sqlite-dpannbl u3  pesynbtatoB  paboTbl
aHaamn3aTopa Svace

BbiaeneHHas
AvpeKkTopus ans
XpaHeHus object
storage

CepBep wucnosib3yetr BcTpoeHHy key-value database agns xpaHeHus
MHPopMaL N 06 UCXOAHOM KoAe: KOHTEHT-GaNN0B U BCMOMOraTe/ibHOM
MHbOpMaLUUM AN HaBUTaLLUK

svace

[ns uMnopTa JaHHbIX Ha CEPBEP UCTOPUI TpebyeTcsa Haanyume Svace Ha
XOCTe, OTKyAga nNpoucxoguT MMMOPT. Svace UCnosb3yetcs  Ans
nosy4yeHus nHpopmauum uns .svace-dir

1.4 Wcnonbsyemblie NopThbl

MpuBeaeHbl 3HAYEHUS NO YMOYaHUIO. Bce 3HaYeHust MoryT 6bITb NepeonpeneneHsbl.

3002 Mcnonb3yetca anda npepocrasnaeHnsa gRPC API.
gRPC API aBnsetca BHyTPEHHUM U NpefHa3sHadeH Ans 3arpy3ku AaHHbIX
Ha cepBep

8080 Mcnonb3syetcs ana npepoctasneHnsa REST APl u web-cepBepa ans

npeaocTtasieHns web-Ul




2 YcTaHOBKa

[na pabotbl cepepa Heobxoaum PostgreSQL. Ero MoyKHO YCTaHOBUTb KaK MaKeT, OO 3anyCcTuTb B
nokepe — docker-compose ¢ain ans storo Haxoautcs B ./extra/docker-compose-postgres.yml.
Svacer cepBep COCTOMT U3 eQMHCTBEHHOro 6uHapHoro ¢aina — svacer. OH NpenocTaBAseT Kak
backend-yactb, Tak 1 Beb-cepBep, KOTOPbIN nepenaér crtatuky. Mo yMon4yaHuIo 3anycKaeTcs Ha
nopty 8080.

Mocne 3anycKka no yMoJiMaHUIO co3aeTcs Y4ETHas 3anmnck nosb3osatens admin ¢ napoaem admin.
MN3MeHUTb Naposib MOXHO B BEG-UHTEpdelce.

CepBep MMeET LWMPOKME BO3MOXKHOCTU HAaCTPOMKKN NapaMeTpoB 3amnycKa. Y3HaTb 0 HUX nogpobHee
MOXHO, nNpoymnTaB svacer --help.

2.1 YcraHoBKa u 3anycK u3 deb/rpm nakera

Mpouecc yctaHoBKM M3 .deb n .rpm nakeToB HECKO/IbKO pasnnyaeTtcs U OyAeT onmcaH HUXKe B
oTAeNbHbIX rnaeax. lMpouecc HaCcTPOMKM U 3amnycka He pasan4vaetcs M byaer onucaH B OAHOWM
obLen rnaee.

2.1.1 .deb

Ckayvaiite .deb nakeT pennsa v BbINOJHUTE CNEAYIOLLYIO KOMaHAY

sudo apt install ./svacer_<version>_amd64.deb

MNpu 3TOM, ecanm B peno3utopusiXx ecTb PostgreSQL Hy)kHOM Bepcum, oH OyaeT yCTaHOB/EH
aBTOMaTMyeckn. Ecam HeT, TO yCTaHOBKa 3aBepLUMTCS € OIMOKOoM o 3aBUcMMOCTU oT PostgreSQL. B
3TOM C/ly4ae BaM Hajzlo 6yaeT yctaHoBUTb PostgreSQL Bepcun He HMke 10-1 (CM. JOKYMEHTaLMI),

nocne 4yero nOBTOPUTb YCTAHOBKY Svacer.

2.1.2 .rpm

YctaHoBute PostgeSQL Bepcun He HwKe 10-n ana Bawen OC cneays AOKYMEHTALMM.

JlononHUTeNbHO ycTaHOBUTE NakeT postgresql-contrib u3 tex e penosutopues.

Mpumep ansa Centos 7

sudo yum install -y https://download.postgresql.org/pub/repos/yum/reporpms/EL-7-
x86_64/pgdg-redhat-repo-latest.noarch.rpm

sudo yum install -y postgresqli4-server postgresqli4-contrib

sudo /usr/pgsql-14/bin/postgresql-14-setup initdb

sudo systemctl enable postgresql-14

sudo systemctl start postgresql-14


https://www.postgresql.org/download/linux/redhat/
https://www.postgresql.org/download/linux/

[nsa Bepcuin PostgreSQL Huxke 13-11 TpebyeTcs ABHO pa3pelunTb NOAKAUYEHME K JIOKAJIbHOMY XOCTY
6asbl C JforMHoM/naponeM. [lns 3TOro nNpoBepbTe CAeAylline CTPOYKM B KoHUe daina
/var/lib/pgsql/<version>/data/pg_hba.conf

# IPv4 local connections:

host all all 127.0.0.1/32 ident
# IPv6 local connections:
host all all ::1/128 ident

B cnyyae ecan B nocnegHeM cTonbue ykasaHo 3HadyeHue ident, nomeHnsiite ero Ha md5 u
nepesanyctute PostgreSQL.

sudo systemctl restart postgresql-12

CkayvaiTe .rpm nakeT pennsa Svacer v BbINMOJIHUTE CEAYIOLLYIO KOMaHAY

sudo yum install ./svacer-<version>.x86_64.rpm

2.1.3 Hacrtpoiika 1 3anyck

MpoL,ecc HaCTPOMKM U 3aMycKa OAMHAKOBbIN A5 Svacer ycTaHoBIeHHOro 13 .deb 1 .rpm nakeTos.

B npouecce ycTaHOBKM CO34at0TCsa caeayrowme Gpainbl U AMPeKTOpUn
e /etc/default/svacer — KoHOUIypauMOHHbIN dann
e /var/log/svacer — aupeKkTopus Ans A0roB
e /var/lib/svacer — gupektopusa ons object store

Mocne ycTtaHOBKM Svacer TpebyeTtca co3aaTtb nosib3oBatens n [ PostgreSQL. [ns atoro nepenaute
B MoJsib3oBaTens postgres, 3anyctute psql n BbINOAHUTE COOTBETCTBYHOLWME 3aMNpPOChl, NOCAE YEro
BbINAUTE U3 KoHcoAM PostgreSQL 1 n3 nonb3oBartens postgres.

sudo su -1 postgres

psql

postgres=# create database svace;

postgres=# create user svace with encrypted password 'svace';
postgres=# grant all privileges on database svace to svace;
postgres=# alter user svace superuser;

B maHHOM npuMmepe cospgaetca bl svace M npaBa Ha Hee BblAalOTCA MOAb30OBATEsNO Ssvace C
napoJieM svace, a Tak)Ke 3TOMy MoJ/Ib30BaTe/l0 BblAalOTCA NpaBa cyneptosepa (310 HeobxoaAMMOo
JNa co3gaHus paclumpenuin B PostgreSQL). Mpu MCNonb3oBaHUKM 3TUX 3HAYEHUI AanbHelLlas
KOHUrypaums He TpebyeTcs N MOXKHO NepexoauTb K 3anycKy.



Mpy “cnonb3oBaHUK APYrMX UMeH NoJsib3oBaTens, b, nan napons notpebyercs AONONHUTENbHANA
KOHOUrypaumsi nepep, 3anyckoM Svacer: B ¢ainne /etc/default/svacer Hy)XHO NOMEHATb
napameTpbl NoAKA4YeHUs K B[ B cTpoke

SVACER_ARGS="--pg postgres://<user>:<password>@127.0.0.1:5432/<database>"

B 37O XKe cTpoKe MOXKHO YKa3biBaTb MpoYMe apryMeHTbl 414 3anycka cepsepa Svacer.

MNocne cospgaHusa BJl M HAcTPOMKM KOHOUrypaumm Svacer 3anycTUTb €ro MOXXHO CaeAylowmMMu
KOMaHaaMmn

sudo systemctl enable svacer
sudo systemctl start svacer

Mocsie Yero NPoOBEPUTL YCMNELIHOCTb 3aMycka KOMaH0M

systemctl status svacer

B cnyyae ycneluHoro 3anycka cepsep 6yaet aoctyneH no agpecy http://localhost:8080

Mpu yctaHoBKe 13 .deb nau .rpm naketa Svacer cTaBUTCA B AUPEKTOPUIO, MPOMNUCaHHY0 B $PATH,
NO3TOMY Mpw 3anycke Svacer i UMNOPTa M 3arpy3Ku pe3y/ibTaToB MOJIHbIN NYyTb K MICAOJHAEMOMY
danny svacer ykasbiBaTb He TpebyeTcs, OH OyaeT AO0CTYNneH NPOCTO NO MMEHMU.

2.2 3anyck B docker

YctaHoBuTe docker n docker-compose. Mockonbky o6pa3bl PostgreSQL m Svacer pa3MmelleHbl Ha
[OoKep-xabe, As18 Nx CKauMBaHUS NPU 3aNycke HEOOX0AMMO Ha/IMuMe MHTEPHETA.

Mcnonb3ynte ans  3anycka docker-compose  ¢ain, HaxogawMmcs B AUCTPUBYTMBE
Svacer: ./extra/docker-compose.yml. Mepenante B gMpeKToputo, rae Haxogutcs 3TOT ¢pann u
BbINOJIHUTE KOMaHAY

docker-compose up -d

Mpu 3TOM BYAET 3anylleHO ABa KoHTenHepa: PostgreSQL u Svacer. MNocne 3anycka KOHTEMHEPOB
Beb-nHTEepdenc Svacer byaet goctyneH no agpecy http://localhost:8080

B npouecce 3anycka B TeKyLLEN AUPEKTOPUN ByAyT CO3aHbl ABE ANPEKTOPUM

e postgres_data — ana xpaHeHus B/, PostgreSQL
e svacer_data — pns object store cepepa Svacer



ITNU AgupeKTopuM BGyayT NPUMMOHTMPOBAHbI B COOTBETCTBYHOLIME KOHTEMHepbl Kak volumes, 3To
HeobXxoaAMMO AN COoXpaHeHWsi AaHHbIX BJIl M cepBepa nocne OCTAaHOBKM WMAM MNepesanycka
KOHTEMNHepOB.

Ba)kHoe yTouyHeHWe: B [OKepe 3arnyckaeTcs TOJIbKO cepBep Svacer. [1ns uMmnopta U 3arpysKku
pe3ynbTaToB Ha cepBep OYAET HYXXEH UCNOJIHAEMbIN dalin svacer.

OCTaHOBUTL CeEpBEp Svacer MOXHO, BbIMOJIHUB CAEeAYIOLLY0 KOMaHay

docker-compose down

Takke MOXHO 3anyCcTUTb B AOKep-KoHTelHepe Tonbko PostgreSQL ans nocneaytowlero 3anycka
Svacer Bpy4Hyto. Ucnonb3yite daiin ./extra/docker-compose-postgres.yml

docker-compose -f docker-compose-postgres.yml up -d

Y106bl OCTAHOBUTbL, COOTBETCTBEHHO

docker-compose -f docker-compose-postgres.yml down

2.3 YcTaHOBKa U 3aMnyCK BPY4YHYIO

Jlna yctaHOBKM Svacer ckayailTe M pacnakyhTte apxms Auctpmbytmea (dpain ¢ Ha3BaHMEM BUAA
svacer_release-<version>.zip).

MNpn wncnonb3oBaHuM PostgreSQL, npeaBapuTesbHO HACTPOEHHOIO Ha KakoM-anMbo xocte,
HeobXoAMMO WMCNO/Ib30BaTb COOTBETCTBYHOLLME MapaMeTpbl 3anycka. Jonyctum, PostgreSQL
paboTaeT Ha NnoKanbHOM XocTe, B HeM co3gaHa bl svacer_db, poctynHas oT nosb3oBaTtens
svacer_user c naposemMm svacerl23. B >31oM caydae 3anyctute Svacer €O caeayrowmMm
napamMeTpamMm

./bin/svacer server --pg
postgres://svacer_user:svacer123@127.0.0.1:5432/svacer_db

Ecnu Bbl 3anyctuam PostgreSQL B JoKep-KOHTelHepe, ucnonb3ys ¢ain ./extra/docker-compose-
postgres.yml, To npu 3anycke Svacer napaMeTp --pg A5 NoAKAYeHUS K BJl MOXHO He yKasbIBaTb,
NMOCKOMIbKY Obl1 CcO3faH mnoJsib3oBaTeslb M 0a3a, nNponucaHHble B Svacer Kak MapamMeTpbl Mo
YMOJI4aHMUIO.

MNocne 3anycka cepBepa ero Be6-nHTepdenc byaet goctyneH no agpecy http://localhost:8080



Mo ymonuaHuio web cepBep 3anyckaetcsi Ha uHTepderice 0.0.0.0:<port>. 118 yKazaHUS OTIMYHOIO
ceTeBoro MHtepdeinca nosib3oBaTelb MOXET UCMob30BaTh onuumio --listen <network interface>.
Mo ymMonuyaHuio grpc cepBep 3anyckaeTcs Ha uHTepoeice 0.0.0.0:<port>. [1ns yKazaHUs OT/IMYHOIO
CETEBOrO0 WHTepdeiica Mosb30BaTe/lb MOXET MCMosb3oBaTh onuuio --listen-grpc <network
interface>.

2.4 Hooks

Ins nonyyeHns paHHbix Hooks npu 3anycke cepBepa Hy)XHO yKasaTtb onuuio --hooks <path to
JSON file>. Jta onums 3apaét dainn, coaepxawmii MHGOPMALMIO O paclUMPEHUN cepBepa
NocpeiCTBOM XYKOB, KOTOPbIE MO0JIb30BaTe/lb MOXET BbI3bIBaTb U3 web-nHTepdeica.

KakabIh XyK COOTBETCTBYET HEKOTOPOMY MPOLIECCY W/IM CKPUATY, KOTOPbLIN cepBep 3anyckaeT B
OTBET Ha BbI30OB COOTBETCTBYIOLLLEN KOMaHbl U3 web-nHTepdeica.

®opmart dpanna Hooks cneaytowmin:

{
"hooks": [
{
"id": "<id>",
"label": "<label >",
"target": "<target>",
"input": ["<paraml>", '"<param2>",..],
"cmd": "<path to executable>",
"args": ["<argl>", “<arg2>", ..]
3
]
}

Ta6n. 1 — NMapametpbl Hooks

MapameTtp OnucaHue
id NaeHTMduMKaTop XyKa.
[losKeH 6bITb YHUKaNbHbIM B painne
label NMsi KOMaHAbl, KOTOPYHO NO/Ib30BaTeNb BUAUT B web-nHTepdeiice
target Mecto B Ul, B KOTOpOe 6yaeT fo6aBAeHa KOMaHAa.

Cellyac nopaepXmBaeTcs To/bKO ofHO 3HavyeHne — default. OHo cooTBeTCcTBYET
Bknaake Details Ha npaBo NaHen Nob30BaTENIbCKOro MHTEpPdEca

input MapamMeTpbl, KOTOpble MOXHO nepefaTb B 3amnyCKaeMblM MpoLEecc, Mcxogs u3
KOHTEKCTa Bbl30Ba KOMaHbl B web-uHTepdeice.

MoaaepnBaemMble 3HAYEHUS:

= markerIlD — UUID naeHtndmKaTop MapKepa;

= branchlD — UUID naeHTndmKaTop BETKY;
= snapshotlD — UUID ngeHtudmnkaTop CHUMKa;




= projectID — UUID naeHTMdUKaTOp NpoeEKTa;

= url — URL Mmapkepa B web-nHTepdeice, Ha KOTOPOM 6bla Bbi3BaHa KOMaHAa;

= marker — 6yaeT 3aMeHEeH Ha NoJIHOe UMS BpeMEHHOTO daiina, CoAepIKalllero
cepuanmsoBaHHoe B JSON npeactaBaeHne Mapkepa, KOTOpbI BK/IKOYAET B ce6s
ero Tpaccy 1 uHdopMaLmo 0 pasMeTKe

cmd MoAHbIM MyTb K MNPOLLECCY, KOTOpbIM OyaeT 3anyueH. He [Oo/KeH BKAO4aTb
apryMeHTbl 3anycKa
args ApryMeHTbl, nepefaBaeMble B 3anyckaemblid npouecc. [MOJIHbIM  CIMCOK

apryMeHTOB 3aryCcKaeMoro npoLecca COCTOMT M3 ChlMCKa <args> M Crmucka
3HaYeHMUIN, COOTBETCTBYHOLLMX MO0 <input>




3 Wcnonb3oBaHue

3.1 TlonyyeHue cnpaBKku

3anyctuB Svacer 6e3 nMapaMeTpoB, MOXHO MONYy4YMUTb WMHPOPMALIMIO O AOCTYMHbIX KOMaHAax.
JlononHuTeNnbHas MHOPMaLMS O KaXK0M KOMaH/e A0CTynHa Npy Ucnoab3oBaHun onumn --help

svacer <command name> --help

O6wmin dopmat KOMaHAHOM CTPOKU
svacer [global options] command [command options] [arguments...]

Ino6anbHble OMNLMKN OTHOCATCS KO BCEM KOMaH/aM.
Onummn KomMaHg, uMetoT npeduKc «--». X cnegyer yKasbiBaTb 40 CNUCKA apryMeHTOB.
[ns KomMaHp, ¢ onuuen --password JOCTynHa BO3MOXHOCTb BBOZA NapoJis C K1aBMaTypbl.

3.2 Mpouecc umnoprta

Mpouecc nMnopTa pe3ynbTaTtoB paboTbl CTaTUYECKOro aHaiM3aTopa Svace COCTOMT U3 [BYX LLAroB:
1. Jepynankauua AaHHbIX, NpenobpaboTka, KOHBEPTUPOBAHWE BO BHYTPEHHUI dopMmaT r
COXpaHeHWe pe3yNbTaToB B MPOMEXYTOYHOM XpaHuuLLLe (svacer import).
2. 3arpysKa JlaHHbIX U3 MPOMEXYTOYHOro XpaHuAMLAa Ha cepeep (svacer upload).

3.2.1 TpomMexyToyHoe XpaHuauuie

MpOMEXYTOYHOE XPaHWULLE UCMONb3YETCS A XPaHEHUs Pe3y/bTaToB, MOArOTOBJ/IEHHbIX AN
3arpysKku Ha cepsep. MNpu UMMNopTe AaHHbIX B MPOMEXYTOYHOE XPaHUIULLE CHUMKAM Ha3HayaeTcs
YHUKasbHbIN ID, 3a12€TCS UMS MPOEKTa U BETKM.

MPOMEXYTOYHOE XPaHWULLE MOXHO WCMOJIb30BaThb /11 aKKYMYJIMPOBAaHUS  pPe3y/bTaToB
HECKOJIbKMX 3aMyCKOB aHa/IM3aTopa, B TOM YnC/ie A1 Pa3/IMyHbIX MPOEKTOB.

Mo yMO/YaHMIO, MPOMEXYTOYHOE XpaHWAULLE CO3JaeTcs B AupekTopun .svacer-dir psaom c
aupektopuent .svace-dir.

MapannenbHbli JOCTYN K XpaHWAMLLY M3 pasHbIX 3K3eMMNASAPOB Svacer He Aaonyckaerca. Ecau
Heob6X0IMMO MUCMOJIb30BaTb Pa3feNsieMOe XPaHUAULLE U KOHKYPEHTHbIN AOCTYyM, Svacer cnegyet
3amnycKaTb B pEXXUME YAa/IEHHOTO MPOMEXKYTOYHOIO XpaHUAuLLA.

Mpoueaypa UMMNoOpTa C NPOMEXKYTOUYHbIM XPaHU/IULLLEM MO yYMon4aHuo (pa3Mellaetcs B <path to
project>/.svacer-dir):

svacer import --svace <path to svace> <path to project>

roe <path to svace> — nyTb K ucnosHsiemMoMy ¢ainy svace ns guctpmbytuea svace, <path to
project> — nyTb K NpoeKTy (AnUpeKTOpUM, coaepKallein .svace-dir)



Mpoueaypa MMMopTa C SIBHbIM YKa3aHUEM pa3MeLLeHUs NMPOMEXXYTOUYHOro XpaHWUIMLLIA:

svacer import --store <path to store> --svace <path to svace> <path to project>

3.2.2 MNonb3oBarTenbcKue aTpubyThl

MNpyM mMMNopTe [AaHHbIX MOXHO acCOUMMPOBaTb MOJIb30BAaTE/NIbCKME CTPOKOBble aTpubyTbl CO
CHUMKOM. 3HauyeHus aTpuMbyTOB AOCTYNMHO nocpeactBoM nybamyHoro REST APl n uHTepdelica
KOMaH/IHOWM CTPOKMW. ITO NO3BOSET CBSA3aTh AOMNOJIHUTE/IbHbIE AAHHbIE C pe3yabTaTamMu (Hanpumep
commit ID). MNMonb3oBaTeNiIbCKME aTpUBYTbl HENb3S MOAUPULMPOBATL MOC/E UMMOPTA AAHHbIX Ha
cepsep.

MNMonb3oBaTesibCKMe aTpubyTbl 3KCMOPTUPYHOTCS UM UMIMOPTUPYIOTCA KaK 4acTb MHPopMauum npum
MCMOoJIb30BaHNU GYHKUMOHAIBHOCTU MO 3KCAOPTY M UMMNOPTY CHUMKOB.

MoNb30BaTENLCKUIA  aTPUBYT MOXKET O6biTb MepenaH Mnpu  UCMoJb30BaHUM KOMaHAbl import
nocpeacteoMm onuuun --field <name>:<value>. Onuus MoXeT 6bITb yKa3aHa HECKOJIbKO pa3 B
KOMaH/IHOW CTPOKE.

svacer import .. --field fi1:vall --field f2:val2 ..

Ecnv oaHO 1 TOXKe NoJie YKa3aHO HECKOJIbKO pas, TO 3HaYEeHUS Noaa coxpaHaTca Kak JSON maccus
CTPOK.

JonyctuMmoe MM MOJIb30BaTeNIbCKOro aTtpubyta COCTOUT M3 NAaTUHCKUX OyKB, UUPp, 3HAKOB
noAYyepKUBaHUE UAU MUHYCa.

[lns nonyvyeHms cnncka Bcex Nosib3oBaTenbckmx aTtpmbytoB B JSSON BUae ncnonb3yerca cieayoLas
KOMaH/1a B KOMaHAHOM CTPpOKe

svacer access --project <project name> --branch <branch name> --snapshot <name
or id> --user <user name> --password <password> custom_fields

PesynbTat onepaumm Bbigaetcs Kak JSON o6beKT B stdout. O6bEKT MMEET CAEAYIOLLYIO CTPYKTYPY
{
"field namel":"value",

"field name2": ["value", "value"..]
}

[Ona nonydyeHms 3Ha4YeHUA KOHKPETHOrO MOJIb30BATE/IbCKOro anM6YTa ncnonb3yeTca cneayroua
KOMaHAa



svacer access --project <project name> --branch <branch name> --snapshot <name
or id> --user <user name> --password <password> custom_fields --get <field name>

3HayeHue aTpnbyTa BbiBOAMTCA B stdout kak JSON cTpoKa uimM Maccus.

3.2.3 TMpukpenneHue ¢pamnnos

Mpn MnopTe AaHHbIX BO3MOXHO NMpuUKpernseHue ¢ansio pasmepom a0 300M6 K CHUMKY. Painbl
OyayT OOCTYMNHblI MOJb30OBaTeNto B Beb-uHTepdence M nocpeactBOM MHTepdenca KOMaHAHOM
CTPOKMU. lNMpuKpenneHHbie dainbl PUKCUPYIOTCS B MOMEHT onepaumm MMNopta U HEe MOryT ObiTb
MoaudUMUMpPOBaAHbl MOCAe 3arpy3kuM Ha cepBep. Ypganamtb &annbl MOXET agMWUHUCTPATOP
nocpeactBoM Beb6  uHTepdenca. OCHOBHOe HasHavyeHMe  JaHHOM  PYHKLMOHANbHOCTM
NPUKpPenIeHne HEKOTOPOM UMMyTabenbHOM WHPOPMaUMM K pesynbTaTaM  aHanausa gJis
MCNONb30BaHMA B UHTErpaLmax cO CTOPOHHUMM CUCTEMAMM.

MpuKpenneHHble Ganbl ABASKOTCA HAaCTblO AAHHbIX, KOTOPblE 3KCMOPTUPYIOTCAS M MMMNOPTUPYHOTCA
nocpeacTsoM GYHKLMOHAIbHOCTM 3KCMOPTA M UMMOPTa CHUMKOB.

[lns npukpennenusa dannos cnegyeT ucnosib3osatb onuumio --attach <file name>

svacer import .. --attach filel.txt --attach file2.txt ..

Onums MoXeT ObITb YKa3zaHa HeckKoJibKo pa3. locne 3arpyskm AaHHbIX Ha cepBep ¢annbl byayTt
BUAUMbI B NaHe M MHGOPMaLIMKM O CHUMKE
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[Ona nonyyeHus cnucka ¢aﬁﬂ0B n3 KOMaHJJ,HOﬁ CTPOKMN cneayeT UcrnoJib3oBatb KOMaHAyY

svacer access --project <project name> --branch <branch name> --snapshot <name
or id> --user <user name> --password <password> attachments --list

Pe3ynbrat paboTbl KOMaHAbl NpeacTaBaset co6omn JSON mMaccmB 06HLEKTOB BMAA
[{
"id": 11,
"snapshot_id": "d99c23f7-9fb9-4f4e-85ac-2539328947e0",
"1id": 122885,

"short_name": "Makefile",
"description": "/home/ruseer/static-analysis/svacer/Makefile",
"created_by": "importer",

"updated_by": null,
"create_ts": "2022-10-18T06:41:54.5329252",
"update_ts": null,

"checksum":
"Ob1e02a276e810829ac2e38Tb775c4ff8d269d0f44fdOfbae40f79a0320389ad"

}



[N nonyvyeHns coaep>kmmoro daina ns KOMaHAHOM CTPOKKU CneflyeT UCMONb30BaTb KOMaHAY

svacer access --project <project name> --branch <branch name> --snapshot <name
or id> --user <user name> --password <password> attachments --get <id> <output
file>

. Ecnm <output file> He yKkasaH, To pe3ynbTaT 6yAeT HaneyaTaH B stdout;
. Ecnm <branch> He ykasaH, To 6yaeT Ucrno/sib3oBaH BeTKa master;

. Ecan <snapshot> He ykasaH, To 6yAeT MCMOAb30BaH MOC/AEAHUIA CHUMOK Ha yKa3aHHOM
BETKeE.

3.2.4 3arpysKa AaHHbIX Ha cepBep

BHMMAHMWE: npu 3arpy3ke OaHHbIX Ha CepBep, a TaKXe MNpu NpoyYMx B3aMMOAENCTBUSAX KAMEHTA
Svacer c cepBepoM Svacer, KpallHe peKoMeHayeTcs, YToObl BepCUs KAMEHTa coBNajana C Bepcuen
cepBepa. B cnyyae HecoBnageHus BEPCUIA BO3SMOXKHbI HENPeACKasyeMble OLLIMOKN.

[lng 3arpy3kn AaHHbIX U3 NPOMEXYTOUYHOIO XpaHUAULLA Ha cepBep UCMo/b3yeTcss KomaHaa upload:

svacer upload --user <user> --password <pwd> --host <host> --port <rest_port> --
grpc <grpc_port> <path_to_store>

Ecnu oTcyTCTBYIOT MapaMeTpbl:
= --user n --password, TO UCNO/Ib3yeTCsa CneuyanbHbI CUCTEMHBIN MOJIb30BaTeb importer
— OH NpejHasHa4YeH 419 UMMNopTa JaHHbIX Ha cepBep;
= --host, To ncnonb3syetcs locahost;
= --port 1 --grpc, TO UCMOJIb3YOTCA X 3HAYEHUS MO YMOJIYAHUIO;

Mpwn 3arpy3ke [aHHbIX Ha CEPBEP YXKEe 3arpyeHHble CHUMKM MOBTOPHO HE 3arpykarotcs.
Paspgensemas uHpopmaums (Takas Kak ucxofHble ¢aisibl, rae oAuH U TOT e daln Moxer
MCMNOJIb30BaTbCA B Pa3/INYHbIX aHaM3axX U T.M.) TaKXKe NOBTOPHO He 3arpyrkaeTcs.

Mpun cb0sX B XxoAe 3arpy3Ku NpoOBOAMTCS MOBTOPHAs 3arpyska, HO MPU 3TOM 3arpy»karoTcsi TO/IbKO
HeJoCTaloLWMe AaHHbIe.

B cny4dae ecnum Svacer 3anyuleH 3a reverse proxy n goctyneH no npotokony HTTPS, To ans 3arpysku
TpebyeTcs IBHO YKa3aTb NPOTOKoN B napamMeTpe --host, nmb6o no6asutb onuuto --ssl.

svacer upload --host https://<url_without_port> <path_to_store>

svacer upload --ssl --host <url_without_port> <path_to_store>



Mpwn 31OoM grpc noptT (no ymonyanmnio — 3002), No KOTOPOMY MAET 3arpy3Ka AaHHbIX, Ha cepBepe
JIOJIXKEH BbITb IOCTYNEH.

Ona wnHPopmauum o 3arpysKe [JaHHbIX Ha cepBep c aBTopusaumen B LDAP cMm. pasgen
Mcnonb3oBaHue CLI cepBepa Svacer ¢ noaaep»kon LDAP.

MNpu 3arpy3Ke gaHHbIX Ha CEPBEP MOXKHO BKIOYNTL MeYaTb KPaTKOM CTaTUCTUKK MO 3arpy>KeHHbIM
pesynbTataM. [laHHas CTaTUCTMKa BKJIOYaeT MWHPOPMALMIO O HOBbIX W MPONYLLEHHbIX
npeaynpexXxaeHusx, No CpaBHEHUIO C NOCeAHUM paHee 3arpy>KeHHbIM CHUMKOM. Bblziaya KpaTKom
CTaTUCTUKM BO3MOXKHO B TeKCTOBOM MM JSON Bupae. PesynbTtatbl nevatatotcs B stdout.

svacer upload ... --quickStats --quickStatsFormat=text

[MpuMmep BbIBOAA
Quick Stats:

Previous snapshot : Snapshot 2022-11-16 10:11:37 +0300
Current snapshot : Snapshot 2022-11-16 10:23:08 +0300
New 1

Missing : 0

Matched 1

Same 1 0

svacer upload ... --quickStats --quickStatsFormat=json

Mpumep BbIBOAA

{"branch":"391f21d1-2173-449c-9d1a-dd846d2a6471", "snapshot":"34a1125d-86a3-45d3-
9b41-cb5da24ab96e", "snapshotName": "Snapshot 2022-11-21 10:19:06
+0300", "lastSnapshot" :"59657ae8-c3b6-48bc-b586-

a6c0580cdh50", "lastSnapshotName":"Snapshot 2022-11-21 10:18:09 +0300", "same":2}

®opmart JSON onpegensetcsa protobuf3 cxemolir:

message ImportSummaryContext {
string branch = 1;
string snapshot = 2;
string snapshotName 9;
string lastSnapshot 3;
string lastSnapshotName = 4;
int64 new = 5;
int64 missing = 6;
int64 matched = 7;
int64 same = 8;

3

Mo ymMon4aHuIO, ecaM onuusa Mo yKasaHuio d¢opmaTta BblgayuM OTCYTCTBYET, BblAada WAET B
TEKCTOBOM pexuMme.



3.2.5 Mopaudukaumsa nyteit B Review (pasmeTtke) npu umnopre

3.2.5.1 O6bI4HOE NoBeaeHue

Mo yMon4aHWio NyTU K daiinaM He MeHSIOTCA, 3a UCKIOYEHMEM MYTU K Nanku .svace-dir, oH 6yaeT
3aMeHéEH Ha .build. 31y nHbopMaLUIO MOXKHO YBUAETL NPU UMMOPTE NPOEKTA:

svacer import --clean .svacer-dir

info The path prefix of .svace-dir 'C:\work\generate_files\gen_exp' will be
trimmed when converting file paths

Mocne 3Toro Bce MapKepbl U3 3TOM Manku M aodepHux 6yayT B Review nokasbiBaTb NyTb BMAa
/.build/test500_1.c Bmecto nosHoro nytm Aana ¢amna C:\work\generate_files\gen_exp\
test500_1.c.

o Snapshot information [#J Source code
/.build/test5@0_1.c

stdio.h

3.2.5.2 Ucnonb3oBaHue --pathPrefix

Mpn HeobxoAUMOCTU MOAMOUKALMIO MO YMOJMAHUIO MOXHO 3aMeHUTb Yepes --pathPrefix.
3HayeHus onuuun NnepeaaroTcs B BUJE:

--pathPrefix "prefix_for_replacel:valuel;prefix_for_replace2:value2.."

MoanepXXMBaeTcss Kak nepefada JaHHbIX Cpa3y B OMNUMIO, TaK M Yepe3s YyKasaHue ¢aiina
cofleprKalllero 3HadeHusi. PasyMHO Aenatb 3aMeHbl A8 yHUdUKaumMM BMaa Npoekta, cobpaHHOro
Ha pasHbIX MaWwmMHax (MAK M3 pasHbix Nanok). MNpu ncnonbsosaHuun daina AONyCTMMO pasMeLLaThb
KaXK[1yt0 3aMeHY Ha OTZIe/IbHYH0 CTPOUKY.

MpedurKcbl NyTeN 3aMEHSIOTCS TOMIbKO MPW MOJIHOM COBMaAeHUM (BKAKOYas PEructp, Jake Ha
Windows).

[N ykasaHus aBoeTtouuns B npeduKce nyTm UCNosib3yeTcs YABOEHHOE ABOeToYnE, K npumepy (ans
nokasa npeobpasoBaHuin fo6aBieHo --debug):

svacer --debug import --clean --upload --pathPrefix "C::\work:work" .svacer-dir

INFO Creating regular object store



DEBUG Creating path mapping rule 'C:\work' => 'work'
DEBUG Creating path mapping rule 'C:/work' => 'work'
DEBUG Creating path mapping rule '/C_/work' => 'work'

MNocne uMnopTa Ha cepBepe MOXHO yBuaeTb ¢dain: /work/generate_files/gen_exp/test500_1.c

0 Snapshot information [#J Source code

/work/generate_files/gen_exp/test560_1.c

stdio.h

3.2.5.3 Ucnonb3oBaHue --buildObject @auto

Mpy MMNopTe KOHKPETHOro ¢aina *.svres MCXoAHbIA KO, MOXET ObITb 3arpy»KeH, Npu yKasaHum
onuun --buildObject @auto. B cnhyyae, ecam 31oT dain nexxut B nanke .svace-dir, ICXOAHbIN KOJ,
oyaet B34T M3 Hee. [pu oTcyTCcTBUM Nanku .svace-dir dainbl 6yayT 6paTbcs No abCONOTHLIM NYTAM
u3 daina *.svres.

ONs yKasaHUS KOHKPETHbIX AMPEKTOPUIM MNoucKa noaxoaawmx ¢amaoB us *.svres cneapyet
MCMOJIb30BaTb OMNUMIO --source-tree, KOTOPYH MOXHO YKasaTb HECKOJIbKO pa3, 4Tobbl 3a4aTb
HECKO/IbKO KOPHEBbLIX AMPEKTOpuiA. MOUCK B 3TUX AMPEKTOPUSX OyAeT MPOUCXOAUTb TOJIbKO B
cnyvae, Korfa no nytam u3 ¢anna *.svres 6blamM HalaeHbl He Bce ¢ainbl. B ciyyae ycnewHoro
COMOCTaB/IEHUs, Ha cepBep OyayT 3arpy)XeHbl COOTBETCTBYHOLWME daifibl U3 AUMPEKTOPUN source
tree.

3.2.5.4 Ucnonb3oBaHue --fullPaths

JonycTMMO TakXXe MOJIHOE OTK/IYEHME MoauMPUKaUuMI nyTen, ANsa 3TOro MMMNOPT Haao
nponssoautb ¢ onumen --fullPaths. Onums 6aokupyet Kak Mogmndukauuo no ymonadanHuto .build,
TaK U siBHblE yKa3aHus Yepes --pathPrefix.

svacer --debug import --clean --upload --fullPaths .svacer-dir

Mocne 3arpy3Kku Ha cepeepe 6yaeT BUAEH TONbKO MOJHbINA MyTb:
/C_/work/generate_files/gen_exp/test500_1.c.

0 Snapshot information [#J Source code
/C_/work/generate_files/gen_exp/test560_1.c

stdio.h

Myt n3 Windows npeobpasytotcs B CTUb Linux ¢ He6obLLIMM Npeobpa3zoBaHMEM CUMBOJIOB.



3.3 Co3paHue PDF otyeTta gnsa npoekra

[nsa cosgaHma PDF oTyeTa No NpoeKTy us uHtepdenca KoMaHaHOM CTPOKU UCMOb3YeTCs KOMaHAa
pdfgen. HasHauyeHMe KOMaHAbl COCTOMT B TOM, 4YTOObl [A0OUTbCS M3 KOHCOIM pe3ynbTaToB
(cospaHue PDF daitna otyera), aHalorMYHbIM CAeyoLWmMM AencTBUAM nosib3osatens B GUI:

1. BbIrpyska tabauusl Mapkepos B popmate PDF (Puc. 1)
2. MNpepBaputenbHoe GOPMUPOBAHME COAEPKMMOro TabinLbl MapKepPOB

. MNo pexumaM cpaBHeHua (new, missing, same, matched) c ykasaHveM uean u
WCTOYHMKA CpaBHEHMUs, Puc. 2

. Mo ncnonbsyembiM dpuabTpam Custom (orpaHmMyeHHbIn Habop 13 4 napametpos) Puc. 3

Huxxe npusogsaTtcs dpparMeHTbl GUI, KOTOpbIM COOTBETCTBYET cli KOMaHAa B pa3/IMYHbIX BapuaHTax
€€ UCMO0JIb30BaHUs:

% Svacer & Project: Branch: ¥ vi3 ~ =0 Review [ Browse code Reports  §

Snapshot: B = 2 zlg Comp

M Checkers 28 BY Filters
Checker

TAINTED_INT
TAINTED_PTR

TAINTED_PTR
TAINTED_PTR
TAINTED_PTR

Puc. 1 — Otuert 6€3 cpaBHeHus

Snapshot: =P

F Checkers ™ # B Filters o 0
[ Checker %3

> ® BUFFER_ OVERFLOW.EX (1)

Puc. 2 — OtyeT cO cpaBHEHUEM



Snapshot: B zstd_132 ~ =|3 Compare with: zstd_131 ~

A Checkers Z Files

Puc. 3 — Otyet co cpaBHeHMEM u dUAbLTPaMu

O6LWwmMin BUA KOMaHAbI CNeayroLWwmin:

svacer pdfgen —cmpMode [none|new|missing|matched|same] --project [name|id] --
branch [name|id] --snapshot [name|id] [--targetProject [nhame|id] --targetBranch
[name|id] --targetSnapshot [name|id]] [--file [re_exp] —checker [re_exp] --
severity [re_exp] --review [re_exp]] --outFile report_name --tz time_zone --lang
report_lang

OnuncaHue napaMeTpoB:

. cmpMode — napamMeTpbl cpaBHEHMS. BO3MOXKHbIE 3HaYEHUS: none — 6e3 CpaBHEHUS, NeW
— HoBble, missing — oTcyTcTBYtolmMe, matched — conoctaBneHHble, same — OJJMHAKOBblE

. Project, Branch, Snapshot — napameTpsl, onucbiBaroLLMe CHAMOK, OTHYET A1l KOTOPOro
TpebyeTcs co3aaTh. B KayecTBe 3Ha4YEHUIN MOTYT UCMOJ/Ib30BaTbCS KaK UMEHa, Tak U
MAEHTUPUKATOPbI COOTBETCTBYIOLLMX cyllHOCTeN. HanpuMmep: --project zstd --branch
"7683ed6a-b838-4090-9945-10e148f94be3" --snapshot zstd_130

. targetProject, targetBranch, targetSnapshot — napametpbl, onucbiBaroLLME CHUMOK, C
KOTOPbIM HEOBXOAUMO NPOBECTU CpaBHEHME (06s3aTe/IbHbIE MapaMeTpbl A PEXXMMOB
cmpMode: new, missing, matched, same).

. File, checker, severity, review — napametpbl, 3aatouime GpUNLTPbI, MPUMEHSEMbIE K
CNUCKY MapkepoB. PUNbTPbI 334a10T YC0BUS BKIKOYEHMS MapKepa B OTYET. 3Ha4yeHuUs
dnNbTPOB 3aaat0TCA B popMaTe perynsipHbiX BbipaxkeHui. B ciyyae HeBepHoro ¢opmara,
OLMBOYHBINA GUNBTP HE ByAEeT NPUMEHSTLCSA U onepaLust SKcnopTa 6yAeT BbINO/HEHA, KaK
ecnu 6bl PUALTP He Bbin yKasaH. File — ouabTp No nyTn K danny, rae 6bi1 o6Hapy)KeH
Mapkep. Checker — ¢uabTp no yekepy, npeaynpexaeHne ot KOTOporo 66110 CO34aHO.
Severity — cepbe3HoOCTb cpaboTaBLLero Yekepa. Review — cratyc pasmertku (confirmed,
unclear nT.4.)

. outFile — ums cospaBaemoro daina otyeta. Eciv He ByeT yKa3aHO paclumMpeHue, byaet
nobasneHo pacwmpeHue pdf

. tz — BpeMeHHas 30Ha B MMHYTax. icnonb3yeTcs npu (bOpMMpOBaHMVI 3annmcn o
KOMMEHTapUAX, KOTopble OCTaBWJ1 NOJZIb30BaTEJlb, I'IpOM3BOAMBLIJVIﬁ Pa3sMETKY

. lang — A3bIK, KOTOPbIN BYAET MCNOJIb30BAH B CO3/,aBa€MOM OTYeTe (en — aHIIMIACKMIA, ru
— PYCCKUIA)



Ins co3gaHns otyeta 6€3 MCNob30BaHNS PEXUMA CpaBHEHUS, HEO6X0AMMO yKa3aTb cmpMode B
3HayeHue none (3To 3Ha4YEHME UCMOJIb3YETCS MO YMOYAHMIO).

[nsa npeagaputenbHOro $opMmnpoBaHma Tabanubl MapKepoB € yYETOM CPaBHEHUS, UCMOJIb30BaTb
3Ha4yeHuss cmpMode [new, missing, same, matched]. HazBaHMS 3TUX peXXMMOB aHaIOTNYHbI
HasBaHusaMU B GULI. Mpu 3ToM TpebyeTcs yKasaHWe Kak MUHMMYM OAHOIO NapameTpa U3 Crnucka:
targetProject, targetBranch, targetSnapshot. Ecim kKakue-To napamMeTpsl target™ He ykasaHbl, OHM
6ylyT yCTaHOB/IEHbI B 3HAYEHME UCXOAHBbIX (project — targetProject, branch — targetBranch, ...).
CdopMurpoBaHHbIe Ha NpeaBapUTENLHOM 3Tane MapKepbl, NPOXOAAT MeXaHM3M GUIbTPALLUN
(napameTpel: severity, file, review, checker), nocne yero npoucxogut co3gaHue oTyeTa.

[lns co3paHusa oT4eTa MOXKHO TaK)Ke mcnosib3oBatb public APl. Heo6xoaumo ncnoab3oBatb
cnefyrowme napamMeTpsl:

URL — /api/public/exportPDF

MeTton — POST

Teno 3anpoca — ¢popmat JSON, nmeet cneayowmim Bua,:
{

"compare_mode": "new",

"context":{
"project": "zstd",
"branch": "vi13",
"snapshot": "zstd_131"

+

"target_context":{
"project": "zstd",

"branch": "vi3",
"snapshot": "zstd_132"
+
"language": "en",
"timezone": 180,
"filters": {
"checker": "AzZ.*$",
"file": ".*example.*",
"severity": "Cr.*",
"review": "Conf.*"
}

[laHHbI 3aNpOC COOTBETCTBYET 3aMpoOCy Ha CO34aHMeE OTYETa, KOTOPbIM NOyYaeTcs B pe3yabTaTte
CpaBHEeHUs B paMKax npoekTa zstd u BeTkun vi3 aByx cHuMkoB zstd_131 u zstd_132. Mpu 3ToM
OyayT BbiOpaHbl TONILKO HOBble Mapkepbl. Cpean BbIOpaHHbIX OCTAHYTCS TONLKO TE, YTO
YAOBNETBOPAOT YCNOBUAM PUNLTPOB, a3 UMEHHO: YeKep HaunHaeTcs ¢ OykBbl Z, pann coaepxuT
cnoBo example, cepbe3HOCTb YEKEPa COAEPXKMUT NOACTPOKY Cr (4TO B CUTy OFpaHUYEHHOTO



KOZIMYeCTBa 3HAYEHNI ANS AaHHOTO GpUIbTpa COOTBETCTBYET 3HaYeHwuto Critical) B HasBaHuu, a
COCTOSIHME Pa3METKM coaepuT noactpoky Conf (4To B cMly orpaHMYEHHOTO KOIMYECTBA 3HAYEHNIA
N8 [aHHOro GuabTpa COOTBETCTBYET 3HaYyeHUuto Confirmed). A3bIK oTY4e€Ta — AHIIMIACKUIA, YaCOBOW

nosic — 180 MuHyT (3 vaca).



4 Mwurpayus

4.1 Mwurpauums co cTaporo cepeepa

B paHHOM noppasgene onucaHa MuUrpaums Co CTaporo cepsepa, NOCTABAOLWIErOCS B KOMMAEKTE
CO Svace. 3TO He OTHOCUTCA K MUTpauum Mexay BepcusaMu Svacer. Murpauma AaHHbIX CO CTaporo
cepBepa Ha Svacer coCTomT U3 ABYyX 3Taros:

1. 3KkcnopT MHPOpPMaLMKM CO CTaporo cepeepa.

2. IMNopT AaHHbIX B HOBbIN.

[lns akcnopTa MHPOpMaLMK CO cTaporo Svace cepBepa UCMNOJIb3yeTcs YTUAUTaA svace-migration.jar

java -jar svace-migration.jar <user> <password> <path to svace> <path to server
dir> <path to output dir>

Ta6a. 2 — MapamMeTpbl, UCNOJIb3YEMbIE NPU IKCNOPTE AAHHbIX

MapameTtp OnucaHue
<user> MMa nonb3oBatens Ha CTapoM cepsepe
<password> Maponb noab3oBaTens Ha CTapoM cepBepe

<path to svace> MyTb K AnUpeKTOpUNn, rae Haxoautca Svace

<path server dir> | [lupekTopus, U3 KOTOPOI 3anyLLLEH CTapbIi cepBep

<path to output | InpekTopus, B KOTOPYH BYAYT 3anMcaHbl SKCNOPTUPYEMbIE AaHHbIE
dir>

DKCMOPT JaHHbIX BO3MOXEH MNPU paboTaloleM CTapoM cepBepe. DKCMOPT MHKPEMEHTabHbIN,
No3TOMY paHee 3KCNOPTUPOBaHHbIE pe3y/ibTaTbl MOBTOPHO HE NEePeHOoCATCS.
Mpu akcnopTe yTuanTa svace-migration.jar nspnekaer:

= BCE CHMMKM B BUJIE *.Svres;

" WHPOPMaLMIO O pasMeLLEeHNN UCXOAHOIO KOAa;

= COMNyTCTBYHOLLYHO MHPOPMALMIO B ANPEKTOPUM CTAapOro cepaepa.

BHUMAHWE: Ons paboTbl yTuamTtbl Tpebyetca Java 17+, npu 3anycke BO3MOXHO MNOTpebyeTcs

[06aBnTb onumn JVM:

--add-opens java.base/java.lang.reflect=ALL-UNNAMED
--add-opens java.base/java.lang=ALL-UNNAMED
--add-opens java.base/java.io=ALL-UNNAMED

--add-opens java.base/java.util=ALL-UNNAMED
--add-opens java.base/java.util.concurrent=ALL-UNNAMED
--add-opens java.base/java.text=ALL-UNNAMED
--add-opens java.desktop/java.awt.font=ALL-UNNAMED

Onsa nMnopTa aKCNOPTUPOBAHHbLIX AAHHbIX UCMONAb3YETCA Caeayowas KOMaHaa:

svacer migrate [--skip-dxr-errors] --distr <path to svace distr> --temp <path to
temp folder> --store <intermediate store> <path to exported data>



Tabn. 3 — MNapametpbl, UCNosib3yeMble Npu UMMNOpPTE AAHHbIX

Mapametp

OnucaHue

--skip-dxr-errors

OnuuoHanbHbIM NapamMeTp AN UrHOPUPOBaHMS OWKNOOK B DXR-
AaHHbIX. PekoMeHayeTCs K UCMONb30BaHUIO

--distr MyTb K AUCTPUOYTMBY Svace

--temp Onpektopuss Ons  XpaHeHUs BpeMeHHbIXx ¢alioB B  xoae
KOHBEpPCUK

--store MyTb K NPOMEXYTOYHOMY XPaHUJIULLLY

<path to exported data>

MyTb K AOWPEKTOPUM, B KOTOPYH ObliM  3KCMOPTUPOBAHDI
pe3ynbTaThbl

Mocne KOHBEPTAUUN [OaHHbIX B MPOMEXYTOYHOE XpPaHWINLWE Pe3y/ibTaT MOXHO 3arpy3mtb Ha

HOBbINM cepBep C NOMOLLbLIO KoMaHabl upload:

svacer upload --user <user> --password <pwd> --host <host> --port <rest port> --
grpc <grpc port> <path to store>

4.2 Murpauusa Mexxay Bepcusamm Svacer

Murpaums B[l PostgreSQL mn object store mexkay BepcnsMm Svacer NponUCXoAnT aBTOMaTUHECKM NpU
OBGHOBNEHUM HA HOBYIO Bepcuio. PekoMeHAayeTcs aenatb pe3epBHble KONuK nepen, o6HOBAEHNEM
(c™. paspen CosfaHne M BOCCTAHOBJIEHME PE3EPBHOMN KOMUK).

Hue onucaHbl CyLeCTBEHHbIE M3MEHEHUS MPU Mepexoje Ha OMnpefesieHHY Bepcuio ¢ 6onee

CcTapom

e 4.0.1 n Bbilue — murpauma object store (badger) Ha HoOBy Bepcuio. MoxeT 3aHMMaTb
CyLLLECTBEHHOE BpeMs Mpu 60J/IbLLIOM KOoJIMYecTBe NpoeKToB B Svacer. Mocne nepexoga Ha

Bepcuto 4.0.1 1 Bblwwe object store ctaHOBUTCS HecoBMeCTUM ¢ 6onee paHHUMKN BEPCUSMU
e 5.0.0 u Bbllle — nepeHoc DXR pa3meTkun u3 PostgreSQL B object store. Bepcumn 5.0.0 1 Bblle
He COBMeCTUMbI € 60/1ee paHHUMK BEPCUSIMM.

4.3 CospaHue u BOCCTaHOBJ/IEHUE pe3epBHOM KON

4.3.1 Ecau PostgreSQL 3anyuieH B Buae cepBuca

Ecnn PostgreSQL 3anywieH B Buae cepsBuca (T.e. He B [OKep-KOHTEMHepe), TO AAS CO3[aHus

pesepBHoOI Konuu B[l nepeinamTe B Noab3oBaTens postgres u 3anyctute cosgaHue gamna:

sudo su -1 postgres

pg_dump --clean -T tmp_diff* svacer_db > svacer.sql

roe svacer_db — uma B/1.

B pe3ynbtate gamn BJl 6ynet co3aaH B paine svacer.sql




Ina BocctaHoBneHus Bl u3 pgamMna Takxke nepenauTe B NoJsb3oBaTens postgres u 3anyctute
BOCCTaHOB/IEHNE
sudo su -1 postgres

psql -f svacer.sql svacer_db

4.3.2 Ecnm PostgreSQL 3anyuieH B docker-koHTeliHepe

Echn PostgreSQL 3anyuieH B docker-koHTelHepe, TO Ans cO3daHUs pe3epBHOM kKonunm Bl
BbINOJIHUTE CAeAYHOLLYHO KOMaHAay

docker exec -t svacer_postgres pg_dump --clean -T tmp_diff* -U postgres
svacer_db > svacer.sql

roe:
= svacer_postgres — nmsa docker-koHTelHepa
® postgres — MM NONAb30BaTENS, MO YYETHOM 3aMMCbiO KOTOPOro co3gaHa bl
= svacer_db — uma b/}

[na BocctaHoBAEHUSA Bl MCNONb3yTE KOMaHAY
cat svacer.sql | docker exec -i svacer_postgres psql -U postgres svacer_db

4.3.3 CospaHue pe3epBHOI1 Konuu svacer object store yepes command line API

Pe3epBHyt0 Konuio object store Mo)XHO co3aaTb, MCMOJIb30OBaB C/EAYHOLLY0 KOMaHAy (AocTynHa
TO/IbKO MOJIb30BaTEO C Posbio admin)

svacer server backup --user admin --password <password> --file <filename>.kvbak

B pesynbTraTte object store 6yaet coxpaHeH B dpainn <filename>.kvbak

[N BOCCTaHOB/IEHMS M3 pe3epBHOMN KOMMUM TpebyeTcs Mpu 3anycKke cepBepa yKasaTb 3TOT daitn B
onuuu --load-from-backup.

svacer server --pg <postgres_url> -store /home/svacer/new-store --load-from-
backup <filename>.kvbak

BoccTaHOB/NIEHME BO3MOXHO TOJILKO B nycton object store. To ecTb B AaHHOM nNpumepe
anpektopusi /home/svacer/new-store no/mKHA ObITb MYCTOMN.



4.3.4 CospaHue pe3epBHOI Konum svacer object store B cepBepe PostgreSQL

PesepBHyto Konuto object store Mo)KHO coxpaHuTb B cepBepe PostgreSQL, KOTopbIii UCMOAb3YETCS
cepBepoM Svacer. [laHHbIN MexaHM3M wucnonb3lyeT ¢GyHKUMOHanbHOCTL large object store us
PostgreSQL. ®yHKUMOHaNbLHOCTL MO 63Kany object store B PostgreSQL sBnseTcs peKoMeHayeMom
cTpaTterunen o 63kany object store.

Cnepyolme KoMaHAbl NMoApasyMeBaloT, YTO CEPBEP Pa3BEPHYT C MOPTaMM MO YMOJYAHUIO Ha
localhost. Mpu HeobxoguMocTK, MOPTbl W agpec cepBepa MOryT ObiTb YKasaHbl Kak
JIONOJIHUTE/IbHbIE OMUMN.

Co3paHue 63Kana:
svacer server backup --user admin --password <password> --pg

bakan co3gaetcs B OHOBOM Mpouecce, NoJib3oBaTeslb MOXeT NPoAo/iKaTb paboTaTh C cepBEpPOM.
Pe3ynbtat pabotbl KOMaHAbl cOCTOMT U3 ID 63Kana n BpeMeHu co3aaHns. TN AaHHble nevyaTaroTcs
B stdout

ID = 23 CREATE_TS = 2022-10-06T06:04:33Z

[lns neyaTn cnmncka cyLecTByowmx 63KanoB UCNONb3yeTCS KOMaHAaA:
svacer server backup --user admin --password <password> --list-pg

PesynbTat nevataetcs B stdout u Bkatoyaet ID n Bpems co3gaHmsa 63Kana

2022-10-06T09:04:36.929+0300 info Quering server configuration from
http://localhost:8080/api/public/server/info

2022-10-06T09:04:36.930+0300 info Server configuration grpc = 3002, rest =
8080

2022-10-06T09:04:36.939+0300 info Logged by user admin
2022-10-06T09:04:36.941+0300 info Backups:
ID = 23 CREATE_TS = 2022-10-06T06:04:33Z

BocctaHoBneHUe object store u3 63kana AonycTMMO TOJILKO MpU CTapTe cepsepa. [Ans 3Toro
cneflyeT ouucTUTb TeKylwmi object store (Mam ykasaTb NyTb Ha HOBYH AMPEKTOPUIO) W
MCMNoJib30BaTh ciedytolnii dpaar npu ctapTe:

svacer server --load-from-pg-backup=<id>

roe <id> — ID 63kana nau 0, AN18 UCNoIb30BaHMA NOC/IeAHErO AOCTYNHOro 63Kana.



[LNst O4NCTKU cTapbIX 63KaMnoB UCMNOJIb3YeTCs Ceytollas KoMaHaa:

svacer server backup --user admin --password <password> --drop-
pg=<lower>:<upper>

roe <lower> u <upper> HUXKHSAS 1 BEpXHAA rpaHuua ID 63kanos.

HactosTeNnbHO peKkoMeHAyeTcs HacTpouTb 3ajadyy Ha XxocTe, rae pabortaetr Svacer Ha
nepuoamyeckui 3anyck 6akana object store B PostgreSQL.

4.3.5 Co3paHue pe3epBHOI Konuwu svacer object store Bpy4Hyto

Co3patb pe3epBHYO Konuito object store Takke BO3MOXHO Bpy4yHyto. 1S 3TOro J0CTaTO4MHO
CKOMUpoBaTb AMPEKTOPUID, B KOTOpon object store Haxoautcs. lNepen TeM Kak 3To Aenatb
YKeslaTeJIbHO OCTaHOBUTbL cepBep Svacer B Liefsax obecnevyeHuns LesoCcTHOCTU AaHHbIX.

Ecnn gupektopus, rae xpaHutb object store He 6blna SIBHO yKasaHa npu 3anycke cepsepa, no
YMOJIHaHUIO OH ByeT co34aH B cneayrolen AMPEKTOPUN:
= ~/.cache/svacer — B OC Linux
= %LocalAppData%\svacer — B OC Windows
(Hanpumep, C:\Users\myusername\AppData\Local\svacer)

MNpM BOCCTAHOBAEHUM W3 PE3EPBHON KOMUKU CreaytoT nomectutb ¢ainbl object store B
JVPEKTOPUIO MO YMONYaHUIO (CM. BblllE), IMGO XKe B APYrylo AMPEKTOPUIO U NPU 3amnycke Svacer
yKa3aTtb MyTb K HEN OAHUM M3 CNOCO6O0B:

1. lMepep 3anyckom Svacer ycTaHOBUTb NepeMeHHyto oKpyxeHus SVACER_OBJECT_STORE,

Hanpumep:
export SVACER_OBJECT_STORE=/home/user/data/object_store

2. Mpwn 3anycke Svacer nepepaTtb NyTb K object store B napametpe --store, Hanpumep:
svacer --store /home/user/data/object_store

Mpu 3anycke Svacer B docker-koHTelMHepe TpebyeTcs CMOHTUPOBATL AupeKTopuio ¢ object store B
KOHTEMHep Kak volume 1 ykasaTb nyTb K Hell B nepeMeHHon STORE B ¢aiine docker-compose.yml.
JonyctuMm, ampektopusi ¢ object store 6bina ckonuposaHa B /home/user/data/object_store. B
TaKOM cJlydae napaMeTpbl HYXKHO YKa3aTb C/ieyroLmnM 06pa3om

volumes:
- /home/user/data:/data
environment:

- STORE=/data/object_store



4.4 TlepeHOC CHUMKOB
Svacer npefocTaBAseT BO3MOXHOCTb NO 3KCMOPTY U UMMNOPTY CHUMKOB NOCPeACTBOM MHTepdeinca
KOMaHAHOW CTPOKU U Beb-nHTEpdeica.
DKCNOPT CHMMKA BKJIOYAET BCe MpeaynpexneHus, MHOOpPMaumio O CHUMKE, MpUKpeneHHble
dannbl, 06bEKT COOPKK, NOb30BATENLCKNE aTPUOYTbI, Pa3METKY U KOMMeHTapuu. MNoaasneHHble
npeaynpeXxaeHns TakXe BKJIOYAKTCA B 3KCMOPTUPOBAHHYIO MHGOPMAUMIO M MMMOPTUPYIOTCS B
cTaTyce NoAaBfeHHbIX.
BHMMaHMe: B TeKyllel BEPCUM IKCMOPT CHMMKA U3 Beb-uHTepdeiica AoCTyneH BCEM
nosnb3oBaTenaMm ¢ ponbid READ pans BbiGpaHHOro npoekta/BeTku. UMnopt cHUMKa u3 Beb-
NHTepdenca AOCTYNEH TOJIbKO M0JIb30BaTENsAM € poabio admin (06bIYHbIN NOJIb30BaTE b HE BUAUT
CEKLMIO C MPOEKTaMM). IKCNOPT U UMMOPT CHUMKOB U3 MHTEpdEeca KOMaHAHOM CTPOKM AO0CTYNeH
nonb3osaTenam ¢ ponsimu READ n WRITE ans BbiIGpaHHO BETKM.

4.4.1 [MepeHoc u3 Be6 MHTEpdeica

Ona 3KCcnopTMpoBaHUS CHUMKa M3 MNO0JIb30BaTE/bCKOro MHTep(beﬁca MoJIb30BaTE€/Ib MOXET
MCMOJZIb30BaTb KHOMKY 3KCMNOPTa Ha NaHeJ/In MH(I)OpMaLI,MM O CHUMKE:

ﬂ Snapshot information ff) Source code
Property Value

s oo

Mame Snapshot 2822-11-24 14:27:
Import time 24.11.2822 14:27

Created by importer

Hostname ruseer-7548

e s i ﬂ Show 0‘ Download

Statistics

B view

MBO  MCMONb30BaTh COOTBETCTBYHOLLYHO (PYHKLUMOHANBHOCTE M3 MaHEeNM HaCcTPOeK MpPOEKTOB
(TpebyeT posib admin):



i Create new project

Snapshots of dafnis/master:

Sort by: Name ~ l": Show time: @
SnapshotID: @
Full name: [ ]

Name [V  Created +Z  Actions

il Snapshot 2022-10-05 11:03:20 +0300 06.10.2022 15:24 m

L= = I = = = =

MMnopTMpoBaHME CHUMKA 4epe3 MoJb30BaTeNbCKMM WHTEpdENC AOoNyCTUMO TOJIbKO AAs
NnoJsib3oBaTeNsa ¢ ponbio «admin». KoMaHaa AOCTYNMHa B MEHIO BETKU

dafnis

3—9 master

darpa

Change branch name

Clone

ddd Copy markup

dummyl Import snapshot

=== = ==

dunmy2

3aa4a Mo 3KCNopTy CHUMKa MOXKET 3aHMMAaTh 3HaYUTENIbHOE BpeMs (3aBUCUT OT pa3Mepa CHUMKA)
M BbIMOJ/IHSAETCS aCMHXPOHHbIM 00pa3oM. M3BelleHWe 0 3aBepLUeHNM 3a4a4M MO IKCMOPTY NOSABUTCS
B BUJIE BCMNJ/bIBalOLLEN 3€/1€HOM MaHEIM a TaK e byaeT AOCTYNHO B NaHeaAn HOTUOUKaLMI:

- p— =

Snapshot 'e20758f0 - Mon, 13 Dec 2021 13:23:41 0300°
exported successfully

aster «

ompare w

EY| Filter: The export of snapshot 'e20758f0 - Mon, 13 Dec 2021 13:23:41 0300" has been
started

Checker g (W= WTEI Ry




Notifications: Clearall >

o Success

Click to download

e20758f0 - Mon,

" 3] {e]

The export of snapshot 'e20758f0 - Mon, 13
Dec 2021 13:23:41 0300" has been started

0 Success

Click to download

Snapshot 2022-10-25 1...

" Info

The export of snapshot 'Snapshot 2022-10-25
11:41:11 +0300" has been started

4.4.2 T[epeHOC U3 KOMaHAHOM CTPOKMU

DKCMOopT U UMMOPT CHUMKOB U3 KOMaAHJHOW CTPOKU AOCTYMNEH Moab3oBaTensam ¢ ponsmu READ u
WRITE Ha npoeKTte unm BeTke.

IKCNOPT CHUMKOB:

svacer server export
--user <user>
--password <pwd>
--host <host>
--port <port>
--grpc <grpc port>
--project <project name or id>
--branch <branch name or id>
--snapshot <snapshot name or id>
<output file name>

MMnopT CHUMKOB:
svacer server import
--user <user>



- -password <pwd>

--host <host>

--port <port>

--grpc <grpc port>

--project <project name or id>
--branch <branch name or id>
--name <new nhame for snapshot>
[--force]

<input file name>

Oonums --force €03/4,aCT NPOEKT M BETKY, €C/I1 UX He ObII0 Ha cepBepe.

4.5 TlepeHoc Svacer c ogHOro cepepa Ha Apyro

1. Cospaite pe3sepBHyto Konuto B 1 object store B cOoTBETCTBUM C TEM, KaK ONUCAHO
B pa3gesie Co3aHne n BOCCTaHOBJIEHWE Pe3ePBHOM KOMUMN.

2. [lepeHecuTe co3aaHHble paibl pe3epBHbIX KOMUIN Ha HYXXHbI cepBep

3. BoccTtaHoBUTE gaHHbIE U3 pe3epBHOM KOMMKM Ha HOBOM cepBepe



5 Pabora c cepsepom

5.1 Bxop B cepBep

[lns BXoja B cepBep BBEAMUTE JIOTUH M NapOoJib Ha CTPaHULIE BBOAA YYETHbIX AaHHbIX (Puc. 4).
Y4éTHble AaHHble No yMonYaHuio — admin / admin.

SVACER

Static Analysis History Server €9

Swvacer LDAP
O

]

Puc. 4 — CrpaHuua BBOA,A YYETHbIX AAHHbIX

B cnyvyae KoOHUrypauum cepBepa B pexXuMme MoAAep)KKM MpoTokosia LDAP Bo3MoXHa
ayTeHTUPUKALMA MOJIb30BaTeNEN C MOMOLLBI BHELUHUX cepBepoB. [pu 3TOM, ecnm HaCcTPOEHOo
6onee ogHoro LDAP-cepBepa ang aBTopmsaLmm, Heo6xXxo0AMMO BblOpaTb HYXHbI U3 BbINaAatoLLLErO

cnucka (Puc. 5).
SVACER

Static Analysis History Server €

Svacer LDAP
Servers

openlDAP2: (Idap://zeus.intra.ispras.ru:389) -

LD r for authentification

Puc. 5 — CrpaHuua Bxopga no nportokony LDAP

5.1.1 Npodunb nonb3oBarens

B npaBoM BepxHeM yray, nNpu HaXaTuM Ha MMSA MNONb30BAaTeNs, B BbINAAANOWEM MEHIO €CTb
BO3MOXXHOCTb Bbl6paTh Profile ans pepaktnposaHmsa ceoero npodpunsa (Puc. 6).



=l Review Browse code Reports Ru En €3 admin ~

2 Profile

[= Logout

File '~ Line » Description € Download client for Linux

331 Exg =11 || err == 11" dupli

Puc. 6 — Mepexop, B npoduab nosab3oBaTens

Mpun HaXKaTUM NOSb30BaTE/lb UMEET BO3MOXHOCTb M3MEHUTL CBOU JINYHbIE AaHHbIE. B sTOT Aauvanor

TaKXXe MOXHO nonacTb Yepes Settings > Profile.

E: Svacer o Project: = (No selection) ~ P (No selection) ~ H | Y Ru{En € ~

& Users % Profile ¥ Filters </> Markup templates Projects () Checkers & Locks & Server information

User profile

ofile
UI global settings Login:

Navigation panel settings

E-mail:

Last Name:

try._- jjhgjesia--— HOKOHOHDHO

First Name:

try._- jjhgjesia---- FOHIKOKOHO

Middle Name:

try._- jjhgjesia---- HOHOKOHOHO

Puc. 7 — NsmeHeHune npodunsa nosib3oBatens

3pecbk noab3oBatento goctynHo 3 Bknaaku: User profile, Ul global settings, 1 Navigation panel
settings (Puc. 7).
Bo Bknaake User profile nonb3oBaTteib MOXKET U3MEHUTL CBOM iaHHblE, BCE KPOME JIOTUHA.



Bo Bknagake Ul global settings npeaocTtaBnseTcss BO3MOXKHOCTb YCTaHOBUTL MOJIb30BaTE/IbCKUE
HaCTPOMKN. OHU HY>KHbI, YTOObI NPU OGHOBJIEHNMN CTPAHWULIBbI UM MPU BbIXOAE U NMOBTOPHOM BXOAe
noJj, O4HUM aKKayHTOM HEKOTOPbIe NapamMeTpbl He cbpacbiBanncb. Hanpumep, npu ycTaHOBKe Save
filters B nonoxkeHue, kKak Ha Puc. 8, nonb3oBaTeNbckne GUALTPbI He ByayT cbpacbiBaThCs MpU
OGHOBJIEHUU CTPAHMLLbI U NMPU NEPEXOAE C OAHUX NMPOEKTa/BETKU/CHUMKA Ha Apyrue.

E; Svacer £J Project: = (No selection) v Branch: ¥ (No selection) +

® Users $ profile Y Filters <[> Markup templates = Projects (1) Checkers g Lot

User profile UI global settings

UI global settings Save filters
Navigation panel settings Save navigation panel settings
Save markers table sorting

Use dark theme for code view

Puc. 8 — O6Lme HacTpoiku HTepodeica

Bknagka Navigation panel settings nossonsier HacTpouTb oTOBpaXkeHue ¢alsioB U KpUTeEpUin
COPTUPOBKKU nonen naHenn Hasurauuu Review > Files B neBoli yactn skpaHa. [laHHas BKAajKa
aBaseTcs aHasnorom Bkaagku Navigation panel settings, noctynHoi B naHenn HaBuraummn Review >
Files (Puc. 9). laHHble HAaCTPOMKM COXPAHAIOTCA A5 NONb30BaTe/NA U He cOpackiBatOTCS NP HOBOW
ceccum.



<+ C @ 9, 52 ¢ ntraispra vie % Lo @

£+ Most Visited ) Getting Started D oth

/ Navigation panel settings

Show:
2 Short file name
) Full path

Sort issues by:

() Number of reviewed issues

# Total number of issues

D Reset

Puc. 9 — HacTpoiiku naHenu HaBUrawum

HacTpolika naHenn HaBUraumm No3BOJISIET YKa3aTb B KAKOM BUE MOKa3bIBaTb NyTU K paiinam m
3a4aTb NOPSAAOK COPTUPOBKM MO YMOIYAHMIO.

5.1.2 OpraHusauuu

Monb3oBaTeNn MOryT 6bITh CB3aHbl C OpraHu3auMsaMn. PeecTpoM opraHu3aumii MOXKET YNpaBsTh
TONILKO  aiIMMHUCTpaTOp cepBepa. [lonb3oBaTe/lb  MOXET MNPUHAANIEXKATb  HECKOIbKUM
opraHmsaumsm. OpraHuMsauun HOCAT MHPOPMALMOHHBIA XapaKTep M He BAUAIOT Ha Mpaea
Nno/ib30BaTe/IEN B CUCTEME.

Ha ctpaHuue Settings > Projects B Tabanue oTobparkatoTcsl BCe OpraHu3aLuun, KoTtopble Gblin
Jo6aBneHbl B cucteMy. JJOCTyneH MOMCK MO MMEHM OpraHM3auMuM UM COPTUPOBKA MO KOJIOHKaM
Name v Short name.

YT106bI 06aBUTL HOBYIO OpraHM3aLMIO B peEECTp
1. Haxxmute kHonky Add organization



2. 3anonHuTe NoJis NosiBUBLLIENCA GOPMbI
3. Haxkmute kHonky Add

fh Add organization

MName:

Organization name

Short name:

Organization short name

Description:

Organization description

YTOoObI MU3MEHUTb AaHHblE CYLLLECTBYIOLLEN OpraHM3aLmm
1. HaxXmMute KHOMKY H B cTon6ue Actions

2. B nossuBlIenca dopMe OoTpeaaKTUPYMTE AaHHbIE OpraHu3aLmm
3. HamuTe KHOMKy Save



fh Edit organization

MName:

000 Bricokme TEXHONOTMK

Short name:

Irganization short name

Descrniption:

Organization description

UYToObl yAa1UTb OpraHu3aLmio U3 peectpa:
1. Ha)XMuTe KHOmMKy ﬁ B cTon16Le Actions

2. B noseuBweMcs naumanore noaTBepauTe ypaneHue, Ha)kaB Ha KHonky Delete

[ Delete organization X

Do you want to delete organization with name "000 Bricokue

TEXHONOTHK?

Cancel




5.2 BbI6op npoeKTa U CHUMKa
MNocne ycnewHon aBTopu3aLunKn BbiGepuUTe NPOEKT, BETKY U CHUMOK A1 NPOCMOTpa pe3y/ibTaToB

paboTbl aHasnM3aTopa Svace (Puc. 10).
Mo ymMon4aHuio nocne Bblibopa MpoOeKTa aBTOMaTUYECKM BbIGMPaEeTcs BeTKa master u cambii

CBEXMIN CHUMOK. [MpuMep BbIOpaHHbIX MPOEKTa, BETKM M CHMMKa MNpeactaBaeH Ha Puc. 11.

c @ © [ localhost

Branch: P no selection) - E0 Review ] Browse code Reports i!i Settings

?} Swvace Server S Pro_iect: IZI"-JG selection) =
: B (No selection) ~

}‘ Checkers EI Files 0 BE Filters

Checker v| Line v Description

Puc. 10 — lNpoekKTt, BeTKa u CHUMOK B uHtepdeiice

£ Project: B zstd ¥ | Branch: & master ¥

= = . s .
=~y Svace Server =/ =N Review E Browse code Reports TH Settings

Snapshot: B Snapshot 2020-07-20 12:57:32 +0300 ~ =|E Compare with: ~

}— Checkers EI Files #: 242 g Filters o

Checker v| Description

Puc. 11 — MNpumep BbIGpaHHbLIX NPOEKTa, BETKU U CHUMKA

5.3 Buapl nntepdoeiica
CepBep UCTOpUI NpeaoCcTaBaseT HECKOJIBKO PEXUMOB paboThl MHTepdENCa, KaXKapl U3 KOTOPbIX

npeaHasHayeH A8 BbINOJIHEHUS ONpeaeNEHHbIX AeNCTBUIA:
= Review — npocMoOTp M pasMeTKa HaWAEHHbIX MpeaynpexneHuin, a TakKe CpaBHEeHue

CHUMKOB WN OTAENbHbIX NPeaynpeXxaeHui;

= Browse Code — npoCcMOTP CHUMKOB WCXOAHOrO KOJAa, CBA3AHHOrO C pesy/ibTaTamMu

aHanmn3aTopa Svace;
= Reports — ¢opMMpoOBaHME OTHETOB HA OCHOBE XPaHMMOMN MHPOPMaLIUK;

= Settings — ynpaBneHue cepBepoM M NPOCMOTP €ro COCTOAHMUS;
B KaXX0M pexknume MHTepdeinc npeaoctaBaseT Habop naHesen, KOTopble NO3BOASAIOT BbIMOJAHATb

pa3iMyHble AeNCTBUS.

5.4 OneMeHTbI YnpaBJieHUs B peXXUMe pasMeTKu
Pexxnm pasmMeTku npenoctaBaseT caeayroLwmin Habop 31eEMEHTOB yNpaBaeHUS:

1. JleBag rpynna naHenen:



1) NaHenb Checkers — nokasbiBaeT CMMCOK YeKepoB Svace, cpaboTaBLUMX B BbIBpaHHOM
cHUMKe (Puc. 12). MNpu HaxkaTUM Ha OAMH U3 HUX, ByaeT ycTaHOBEH GUALTP TabamLbl
npeaynpexaeHuin Ha cooteetcTByowmin checker/severity. KputuuyHocTb (severity)
yekepa o0603Ha4yaeTca LUBETOM [MpU APEBOBUAHOM OTOOpPaXKEHMU U  UKOHKOM
COOTBETCTBYIOLLLETO LiBETA MPU OTOOPaXKeHUM B BUAE CMIUCKA.

KHonkoit Unset selection () Nno/sb30oBaTe/lb  MOXET OTMEHUTb  OUABLTPSI,
NPUMEHEHHbIE N3 NIEBOM IPYNMbl NaHENEN.

KHonkoi Group by (E) NoNb30BaTe/lb MOXET BbIOPaTh NMOKA3 CMUCKA YEKEPOB B BUAE
JepeBa, rpynnupyoliero 4yekepsbl no checker severity (Puc. 13).

;’ Checkers =P Files

;’ Checkers =J Files

CHECK_AFTER_PASS_TO_PROC (7) £ CRITICAL (checkers: 17, markers: 181)

COMPARE_LOCAL_ADDR (10) “ MAJOR (checkers: 26, markers: 710)

CONFUSING INDENTATION (4) gff NORMAL (checkers: 7, markers: 132)

DANGLING_POINTERSTAT (53) gt MINOR (checkers: 13, markers: 120)

DEREF_AFTER_FREE (228) gff'

DEREF_AFTER_NULL (49
_AFTER NULL (49) i Puc. 13 — MaHenb Checkers. JaHHble B BuAE

DEREF_AFTER_NULL.COND (3) i‘ AepeBa

DEREF_AFTER_NULL.EX (239) £

Puc. 12 — MNMaHenb Checkers. [laHHble B BUge
cnmucka

2) MaHenb Files — nokasbiBaeT cnMcOK ¢anioB, A/ KOTOPbIX €CTb KaKue-mbo
npeaynpexaenus (Puc. 14). Cton6eu, ISSUES nokasbiBaeT YMci0 NpeaynpexaeHuin B
danne.



f’ Checkers

)

ISSUES

ot
o
ot
o
ot
o
ot
o
ot

Puc. 14 — MNMaHens Files

0/1
0/2
0/3
0/1
0/5
0/1
0/2
0/1

0/1

Iencteus, goctynHble Ha naHenu Files:

=  kAuK Ha FILES nnun ISSUES — no3BonseT OTCOPTUPOBATh CTONOLbI MO 3HAYEHUSAM;

® HaXaTne KHOMOK - n . NMOo3BOJIAOT ,£|,06aBMTb nan yaoanantb COOTBeTCTBYI'OIJ.I,Mﬁ

dann B PuabTpe ANa  NpocMoTpa

npeaynpexaeHui;

npeaynpexaeHuin

B

Tabanue

= BBog B nose Filter files nmenn darna mam nytm K Hemy — no3BOASET 3a4aTb

dunbTpaumo no MMeHn/nytn ¢daina, a TakXKe BKIOYUTb GUAbTPALUMIO MO

PEryNsPHbIM BbIPAaXXEHUSIM, Ha)KaB Ha KHOMKY ﬂ KOTopas HaxoAuTcsl B NpaBoi

4aCTu Noj4a BBOAa;

3) Monb3oBaTenbckme GUAbTPbI BAUAIOT Ha JIEBYIO FPYNMY NaHeNen.

4. LleHTpanbHas rpynna 3/1eMeHTOB:

1) Tabauua npeaynpexaenuit (Puc. 15, 1):



BY Filters o 0 Query 1 ¥ A

Checker v F Description v

INVARIANT_RESULT 5 . Expression ‘'maxmem > (18446744073709551615UL) is...
INVARIANT_RESULT  a_int. Expression r > 9223372036854775807L" is always false...
INVARIANT_RESULT a_int.c Expression 't > 9223372036854775807L" is always false...
DEREF_AFTER_NULL 5 = After having been compared to NULL value at ssl_cert.c...
DEREF_AFTER_NULL err_ . After having been compared to NULL value at err_bloc...
DEREF_AFTER_NULL .C After having been compared to NULL value at pmeth_g...
DEREF_AFTER NULL  dic After having been compared to NULL value at digest.c...
DEREF_AFTER_NULL t After having been compared to NULL value at digest.c....
DEREF_AFTER_NULL nher L After having been compared to NULL value at cipher_a...
DEREF_AFTER_NULL N After having been compared to NULL value at m_sigver...
DEREF_AFTER_NULL m_sigver.c 3 After having been compared to NULL value at m_sigver...

Puc. 15 — MaHenb u Tabanua npegynpexxaeHuii

JT1a Tabaunua ABNSETCS OCHOBHbLIM 3/IEMEHTOM A5 paboThl C NpeaynpeXaeHUs MU,

[encteua, aocTynHble B Tabauue:

= BbIGOP NpeaynpeXXaeHuin Aia rpynnoBOn PasMETKU;

= BbIOOP aKTUBHOIO NPeAynpeXxaeHns — ABOMHOM KAUK Ha CTpoKe B Nto6oM cTtonbue
WJIM OJMHAaPHbIA KAUK Ha uMeHun ¢ainna B ctonbue File;

Tak)Ke MOXHO WMCMoab30BaTb KAaBULIM YNpaBJieHUs KypcopoM U Enter ans Bbibopa
AKTMBHOIO npeaynpexgeHus.
2) MaHenb npepynpexxaexuit (Puc. 15, 2)

MHbopMaums n oencTems, AOCTyMNHbIE HA NaHeNn:
" 4yucso oTobpaXkaeMsblx B Tab/MLE NpeaynpeXaeHni;
= dunbTpaumsa npegynpexxaeHun (Puc. 16):
= KOoMMJIEKCHas dunabTpaums npepynpexaeHmn — Filters > Custom;
® [OKa3 TOJIbKO npeaynpexaeHuni ¢ pasmetkon — Show markers with non-default
status, severity or action;
= OTMeHUTb NnoJsib3oBaTenbckne puabtpbl — Filters > Unset custom filter
(mocTynHO, ecniv NPpUMEHEH Mo/1b30BaTeNbCKUIA GUNLTP);
= OtMeHuTb Bee dunbtpbl — Filters > Unset all filters
(mnocTynHo, ecnv npuMeHeH ito6oi GUNbLTP);
= [lpMMeHUTb coxpaHeHHbIn dunbTp — Filters > Saved
(BbIOPATb U3 CYLLECTBYHOLLNX);
= BbIrPy3Ka OTOOparkaeMbiX MNpeaynpexiaeHmn B Gopmarte .CSV U BbIrpy3Ka OT4eTa
oTobpaxkaeMbIx npeaynpexaeHnin B dopmare .pdf (Puc. 17);
= [pynnoBas pa3MeTKa Bbl6paHHbIX NpeaynpexaeHuii (nogpobHee B pasaene 5.5);
= MOUCK MpeaynpexaeHnin — BBOJ, 3Ha4YeHUst B noje query (noaaepkuBaetcs
MCMNo/Ib30BaHNE METacMMBOJIOB * 1 ?).



E_—_A]Y Filters

Filters o 0

i ker
I:_'l_‘ Custom...

RIAI O Download as C5V

RIA! 0 Download as PDF

Puc. 17 — Bbirpy3ka npejynpexaeHui

Puc. 16 — ®unbTphl NpeaynpexaeHuu

3) MaHenb ¢ KogoM 1 nHbopMaumein o cHuMke (Puc. 18):

€D Snapshot information | (8] Source code [E Hide table

Property
D
Name

Import Time

Sl © show @ Download

Statistics 5 Review

@ Snapshotinformation (8
/.build/lib/dictBuilder/divsufsort.c

1372 7 eIse
1373 if(1 < (last - b)) {

1374 STACK_PUSHS(ISAd, first, a, limit, trlink);
1375 first = b;

1376 1 else if(1 < (a - First)) {

1377 last = a;

1378 ¥ else {

1379 STACK_POPS(ISAd, first, last, limit, trlink);
1380 1

1381 3}

1382 1

1383 } else {

1384 if(trbudget_check(budget, last - first)) {

1385 limit = tr_ilg(last - first), ISAd += incr;

1386 1 else {

LOMNEERSEN Ll NIt N CHECK AFTER PASS_TO_PROC Variable ‘trlink’ was passed to function at divsufsort.c:1034 by calling function ‘tr_pivot' at

divsufsort.c:1293 that can't use negative values is checked for negative value at divsufsort.c:1387.

O 1387 if(@ <= trlink) { stack[trlink].d = -1; }
1388 STACK_POPS(ISAd, first, last, limit, trilink);
1389 i
1390 3}

1391 3

Puc. 18 — MaHenb c KoAOM u nHpopMaLuren o CHUMKe

JTa naHenb npeaocTaBnsieT MHOOPMALMIO O CHUMMKE W TMOKa3blBaeT MOJIOXKEHUE
npeaynpeXxaeHus B UCXOAHOM KOJAge.

KHonka Hide Table no3sonset ckpbiTb Tabsmuy U pasBepHYTb NaHesb C KOAOM Ha BCHO
CPEHIO NaHESb.

B yacti naHenm ¢ KogoM cekums ¢ MHpopMaumeit o NpeaynpeXaeHUN COAEPKUT KHOMKMU,
KOTOpbIE NMO3BOSAOT Pa3METUTb OTKPLITOE NPeaynpeXaeHme.



3.

MpaBas rpynna naHenein (Puc. 19).

3Ta rpynna npeaocTaBAsieT AOMNOJIHUTENIbHYIO MHOOPMaLMIO O NpeaynpeXxaeHnn: cTaTyc
GNOKMPOBKN  MpeaynpexaeHus, CcTaTyc pasMeTKM, KTOo MOCNeAHUM  pa3Meyan
npeaynpexaeHne U  MHoOroe Jpyroe. 3Aecb MOJIb30BaTEIl0  NpPeAoCTaBAsETCS
BO3MOXXHOCTb PasMeTUTb NPeAynpexaeHus, N06aBUTb KOMMEHTapUM U MPOCMOTPETb
Tpaccy npeaynpexaeHus.

@ " Confirmed Unspecified Undecided

22l BUFFER_OVERFLOWPROC ST REEY:

Review: : admin

'\‘D i' Confirmed Unspecified Undecided :.'.'Trace |_.Commer\15

2l BUFFER_OVERFLOW.PROC ARG

Reviewed by: admin

W Comments [ Details

Message:
Array "buf’

@ ‘ Confirmed Unspecified Undecided

24l BUFFER_OVERFLOW.PROC [RSTENEE Property \Value

Reviewed by: admin Checker ﬂ BUFFER_OVERFLOW.PRQC
$¢Trace [N ;. ElDetails

Actions @ Locate in code

Tool/Lang C_Cpp
Snapshot O ver 27.0 151218 11:03

Function cgc_read_until

lead to buffer overflow. Message

1. Role: buffer overflow [ admin | 13.07.2022 1517

1. Variable ‘&buf(0]' is passed to function 'cgc_write_

£ |

2. Shift

B lib_fu

parameter nl.c:52 This is a comment

S e lead to buffe
# M
Hooks Ean

Puc. 19 — Mpasas rpynna naHenemn

[ocTynHble aencTeus:
= OTOGpaXKeHMe UCXOAHOro Koja B MaHenn Source code — AOCTYMHO MO KAMKY Ha
CCbIJIKY C UMeHeM daitna U HOMEPOM CTPOKM; ITO MO3BOJISIET BCErAa BEPHYTLCS K
HY>KHOI TOYKE NPW HaBUraLyK Mo Koay;
= OtobpaxeHne nHpopmaummn (ecam JoctynHa) o Bbi6paHHOM 4yekepe (Puc. 20) —
JOCTYMHO MO KJIMKY Ha UMeHU YeKepa B 3aknaake Details;

@ Checker information

1D Severity  Status  Reliability  Situation Languages Description

INVARIANT_RESULT =~ Major Average Quality C_CFP, Ex ns whose

: JAVA, result doesn't depend
Roslyn CSHARP on their variable
operands.

Puc. 20 — Nudopmauus o yekepe

" MpeanpocMOTP KOAa, KOTOPbIM COOTBETCTBYET CTPOKE TPacChl NpeaynpexaeHus, B

oTAeNIbHOM OKHe (Puc. 21) — A0OCTYMHO MO KANKY Ha MKOHKY -;



= pa3MeTKa NpeaynpexXaeHuns ¢ NOMOLLbH KHOMOK pa3MeTkn (Puc. 22);

@ i" Confirmed
INVARIANT_RESULT g

Comments Details

goto exit; 1. Role:defect

if {({rc = recv{socket, c, (size_t}1, @ CET | 1.1. Subexpression does no

[IE R TY R TY RN TV TY]
[T R ]
R  -RE

n expression evaluated
int err = Ssocket_error{"recv - getch”, socket);
if (err == EWOULDBLOCK || err == EAGAIN)
{

[FUT)
b
(=

rc = TCPSOCKET_INTERRUPTED;
SocketBuffer_interrupted{socket, 2);

o
oW
oo s

Chent.c:1701, pointer 'handle’ 1s dereferenced at MQTTClient.c:17
ocket.c:484, pointer 'in_frames' is dereferenced at WebSocket.c:4
Packet.c:195, pointer 'buffer' is passed in call to function 'readint
1531, may have NULL value,

Puc. 21 — OKHO npeanpocMoTpa Koaa Tpacchbl

ﬂ) i' Undecided
INVARIANT_RESULT R (@] WpitavisToRa13:)

Puc. 22 — KHONKK pasMeTKu npeaynpexaeHus

PasMeTka npepynpexaeHus 3aKa4daeTcsa B ycTaHoBKe cTatyca (Confirmed, Won't
Fix, False Positive, Unclear) u onuuoHanbHoOM ycTaHOBKM severity mn action
(mocTynHO TONIbKO noce yctaHoBKM Status).

" MPOCMOTP UCTOPUM U3MEHEHUSA pasMeTKM npeaynpexaenus (Puc. 23) — aocTynHo

MO HaXXaTuno KHOMKKU ;

© Review history

Status Severity Action Created Date Created From
by

Confirmed Critical Fixx submitted bob 2020-07-14714:39:58.9493017

Confitmed  Critical bob 2020-07-14T14:39:48.831576Z

Confirmed Unspecified Undecided bob 2020-07-14T14:3

Puc. 23 — Uctopusa nsmeHeHUs pasMeTKU npeaynpexaeHus



5.5 T[pynnoBas pa3sMeTKa npeaynpexaeHumn

[ns rpynnoBom pasMeTKu:
1. BblaenmTe o4HO WM HECKONbKO npeaynpexaeHuin (Puc. 24).
2. Haxkxmute kHonky Review markers group.

KHoMKa CTaHOBUTCS aKTUBHOM, TO/IbKO €C/IN €CTb BbIGpPaHHbIE NPeaynpeXKaeHus.

# 5 (Checker) EY Fiters @ &

Checker Review markers group

DEREF_OF_ MULL.EX
DEREF_OF_ MULL.EX

DEREF_OF_ MULL.EX

Puc. 24 — KHonka «Review markers group»

OTO6pasnTCa OKHO A4 rpynnoBoi pasmMeTku (Puc. 25):

# Group review operation

Undecided

Checker v| File w| Line |v| Description
| DEREF_OF_MULL.EX Jbuild/src 343 After having been assigned to NULL value at WebSocket.c:312, pointer 'buf’ is dereferenced at

Comment for selection

Puc. 25 — OKHO ans rpynnoBom pasMeTku. HayanbHoe cocTosiHue

3. PasmeTbTe BbIGpaHHbIE NpeaynpeXKaeHus.



OTobpakaeMble B OKHE MNpeaynpeXKAeHUs OKpalUMBaKTCA B COOTBETCTBYHOLLMA LBET.
Hanpumep, ecnu nonb3oBaTesb MocTaBua cratyc nposepku Confirmed, 10 BCe
npeaynpeXxaeHus oKpacaTcsi B KpacHbIn UBeT (Puc. 26).

& Group review operation *

Confirmed Unspecified Undecided

Checker v| File v| Line |v| Description

Puc. 26 — NMpumep pasMeyeHHbIX NpeaynpeXxaeHui.
YcraHoBAeH cratyc nposepku Confirmed

4. [lo6aBbTe 006NN KOMMEHTAPUIA AN BbIOPAHHbIX NpeaynpeXxaeHuin.

Mocne TOro, Kak Mo/Ab30BaTeNb pasMeTUn U (MAM) Hanmcan KOMMEHTapWii, CTaHyT
JOCTynHbIMK KHOMKKN Reset (C6pocutb) 1 Save (CoxpaHuUTb), a cnpaBa OT 3aro/IoBKa OKHa
NosABUTCA MHAMKATOP — KPYXKOK (Puc. 27).

< Group review operation *

Confirmed Unspecified Undecided

Checker v| File v| Line |v| Description

Comment for selection

310 oBLMA KoMMEHTAp WA ANA BOEX BoIGPaHHBE NpefyNpesieHi

Cancel

Puc. 27 — OKHO A5 rpynnoBon pa3sMeTKn ¢ KHONKamMu



5. Ecnn TpebyeTcsi OTMEHUTb U3MEHEHMS, HAXXMUTE B MPaBOM BEPXHEM YI/ly OKHa WU
kHonKy Cancel (OTMeHa). [1ManioroBoe OKHO 3aKPOETCS U USMEHEHMUS He ByAyT NPUMEHEHBI.

6. Echn Tpebyetcs cb6pocuTb BCE M3MEHEHUS, HaXMUTe KHOMKy Reset. [laHHble B OKHe
BEPHYTCA B MepBOHaYya/lbHOE COCTOSIHME, KHOMKM Reset u Save CTaHYT HEAKTUBHbIMU, a TaKXke
nponagéTt MHAMKATOP CrpaBa OT 3aro/IoBKa okHa (Puc. 25).

7. HaxXMuTe KHOMKy Save, YTo6bl COXPaHUTb U3MEHEHWUS pPasMETKM U cObpocUTb BbiGOp B
Tabanue npegynpexkaeHun (Puc. 28).

#5 (Checker) BT Fiters @) ¥ A D) of Confirmed Unspecified Undecided

Checker v| File w| Line |w| Description DEREF_OF_NULL.EX QWSS Ret k]

Trace Details

DEREF_OF_MULL.EX 3 After having been assigned to NULL value at MQTTPacketOut. pointer ‘pack’ iz

DEREF_OF_MULL.EX 86 After having been assigned to NULL value at test11.c:1474, pointer ‘response_topic_

13.12.2021 17:39

370 OBLWMIA KOMMEHTaPKUIA ANA BoeX

BLIGPaHHLIX Mpeayn pexaeHni

Puc. 28 — Tabauua npeaynpeXaeHuil Nocsie COXpaHEHUs rPynnoBoi pasMeTKM

5.6 MWcnonb3oBaHue perynsipHbiX BbipaXKeHnm

Mcnonb3oBaHMe PErynsipHbIX BblpaXKeHU 15 MTOMCKa U GUALTPaLMM AOCTYMHO B JIEBOM MaHE/IM HA
Bknazake Files u B Filters > Custom > Files.

Oco6eHHOCTU peanmsaumn:

« TloMCK NpOMCXOAMUT TOJILKO MO PEryaspHOMY BbipakeHuto. [pu  HeobxoamMMocTu
MCMOIb30BaHUs CNeLMaNbHbIX CUMBOJIOB KaK 06bIYHbIX UX HaA0 3KPaHUPOBaTh (Hanpumep,
TOUKY: «\.»)

. Haxopaatcs BXoxAeHus MOACTPOKM B MOJHOM MyTM K dainy (Takke, Kak, K mnpumepy,
pa6boTaet grep). Mpn HEOBGXOAMMOCTM MOMUCKA MO MOJIHOWM CTPOKE MCMOJb3yNTe CMMBOJIbI
Ha4yana/KoHua CTPOKK: * U $

. [Mouck pernctpoHesaBUCUMBbIN (case insensitive)

B Filters > Custom > Files cyuiectByeT BO3MOXKHOCTb NPUMEHUTL GUILTP KaK AJis OTOBpaXKeHus
TONbKO MNpeaynpexaeHun us ¢annos, NOAXOAALWMX NOJA MNATTEPH, TaK U AN CKPbITUS TaKUX
npeaynpexaeHuin. Ons nepekntoyeHuss Mexay 3TUMU PEeXUMaMU HaXKMUTE KHOMKY «+»/«-»,
KOTOpasi PacnoJioXKeHa psaAoM C NosieM BBOA.

MpuMepbl PEryNsipHbIX BblPaXKeHWiA:

1. Hantn dainbl ¢ «<sha» nanm «md5» roe-nn6o B Nyt nam B uMeHn daina
sha|md5



2. OTO6pa3nTb TOJ/IbKO NpeaynpeXxaeHns us Gamnaos C pacliMPeEHNEM .C
.*\.c$
3. CKpbITb npepynpexaeHnss ns ¢anaoB, UMS KOTOPbIX HAaYMHAETCS C CMMBOMA «(» U
KOTOpble UMEIOT pacCLLUUPEHUS .C U .CC

1) Ucnonb3yiTe BbipaxkeHue /q[~/1*\.c$|/q[*/]1*\.cc$
2) Ha)KMUTe KHOMKY «+» ps0M C NoJIeM BBOAA, YTOObI OHa OTOBPAasMIach KaK «=»,

4. Noka3aTb TONbKO NpeaynpexaeHns n3 ¢annos, KOTopble MMELOT «string» B KOHLE UMEHMU
daitna 1 c pacluMpeHmemM 13 o4HOro CMMBoJIa
/.*string\..$
5. CKpbITb NpeaynpexaeHusa ns bannos B AMpekTopumsax asnl n pem

1) Wicnonb3yiTe BbipaXkeHne /asni/ | /pem/
2) HaxXMuTe KHOMKY «+» pAa40M C NoJieM BBOAA, YTOBbl OHa O0TO6BPA3MNACh KaK «-».

6. MoKasaTb TO/MILKO npeaynpexXaeHus ms ¢amnios, KOTOpble UMEKT B UMEHU TPpU UUPPbI
noapsa,
*/.*[0-9]{3}["/]1*$
[ne KOHCTpyKuma [A/]*$ O3HayaeT, YTo nocae Tpex uudp U A0 KOHUA CTPOKU MOXKET
BCTpeYaTbCsl 060N CMMBOA KpoMe /. TO NO3BOSET UCKAOYUTL AUPEKTOPUN UMEIOLLME
TP undpbl B HA3BaHUM.

5.7 bBnoKnpoBKa pasMeTKu

MNonb3oBaTeslb MOXET 3ab6N0KMPOBATb APYrOMYy [MOJIb30OBaTENO BO3MOXHOCTb pasMeyvaTb
npeaynpexaeHue Uau rpynny npeaynpexaeHunin. 3to obecneynBaeT BO3MOXKHOCTb pa3fefieHms
paboTbl HECKOJIbKUX MOJIb30BaTeNENM MO Pa3MeTKe pe3y/ibTaToB 6€3 BO3HUKHOBEHWS KOJIJIN3UN.

115 6NOKMPOBKU pa3METKMN UCMONb3YINTE KHOMKY ﬂ:

= Ha naHenu Yekepos (Puc. 29);
B 3TOoM c/iydae 6/10KMPOBKa pPaCrpoOCTPaHAETCs Ha BCe MpeaynpexaeHus 4ekepa B
BbIBpaHHOM MpoeKTe 1 BeTKe (A1 BCEX CHUMKOB U3 BETKM).

= Ha naHenu ¢painos (Puc. 30);
B 3TOM c/ly4ae 6/I0KMPOBKa PacnpocTpaHAeTcs Ha Bce npepynpexkaeHus B daine B
BbIBpaHHOM MpoeKTe N BETKe (A1 BCEX CHUMKOB U3 BETKM).

® Ha naHenu pasmeTtku (Puc. 31);
B 3TOM c/iyyae 6/10KMPOBKa pacnpoOCTPaHAETCA Ha BCE 3KBUBAMIEHTHbIE NpeaynpeXaeHus
B BbIBpaHHOM MpoeKTe 1 BETKE (419 BCEX CHUMKOB U3 BETKM).



}v' Checkers f’ Checkers

BAD_COPY_PASTE (1) ‘

BUFFER_SIZE_MISMATCH (1) “

Puc. 29 — b/10KMpoBKa Ha NaHe/ I YeKepoB

) o Undecided

INVARIANT_RESULT BV {OIRVtAVTa2itt:3

Puc. 31 — b/1oKupoBKa Ha NaHe/Iu Puc. 30 — biiokupoBka Ha naHe ¢aiisioB

pPa3MeTKH

[ns npocMoTpa Bcex 6/I0KMPOBOK MUCMNOJb3yiTe NaHesb Settings > Review Locks (Puc. 32):

5 Svace Server O Project: @ pahomgttc ¥ Branch: ¥ master ¥l Review [ Browsecode (@ Reports | fhf Settings

O admin

2 Users @ Prgjects ¥ Filters (D Checkers il Locks & Server information

G Load/refresh locks

Y

D Container Rules User Time Actions
90bcdefa-bac7-4381-bdl

Project paho.mgtt.c / master DEREF_AFTER_NULLEX admin 2020-07-29T1

94 36729704243 Project paho.matt.c / master build/src/Socket.c admin 2020-07-29T18:07:45.

Puc. 32 — MNaHenb Review Locks

TaK)Ke Ha 3TOM NaHe/ I MOXKHO yAanuTb CBOU 6JIOKMPOBKU.
Monb3oBaTtenb admin MOXeT yaanaTb 100ble 610KMPOBKN.

5.7.1 3KcnopTt UCXOAHbIX KOAOB C pa3sMeTKOM (ONuUOHaNbHO) U3 CHUMKaA

ECTb BO3MOXHOCTb 3KCMOPTUPOBATb C CEPBEPA UCXOAHbIA KOA, C Pa3MeTKON (OMnuMoHanbHO) M3
CHUMKa ABYMs cnocobamm:

1)  Yepes Ul B naHenn Snapshot information B ctpoke ID HaxaTb Ha KHOMKy Sources export
(Puc. 33)



0 Snapshot information m Source code [[A Hide table

Property
ID

Name

Import
time

Created
by

Hostname

Analysis
info

Statistics

15.12.2018 11:00
importer

seroshki

o Show 0 Download

-E View

Puc. 33 — IKcnopT KoAa ¢ pasMeTKoMi

OTKpoeTca AmManoroBoe okHo (Puc. 34), rae Hy)<Ho 6yaeT BbibpaTh WaboH A4 3KcnopTa (no
ymonuyaHuio None (T.e. pasMeTKa 3KCMopTUPOBaTLCA HE BYAET) U OMNUMOHANbHO 3aMoJIHUThL

nons Ans yaaneHuns npeduKcoB 1 UCKIHOYEHUS NyTEN.

E] Sources export

Review export template

Strip prefixes (use comma to separate
patterns)

Exclude paths (use comma to separate
patterns)

X Reset Cancel (0]'¢

Puc. 34 — [lnanor akcnopta pasmMeTKu

Mpumep yaanenus npedpukcor nyten: "/.build/" 4ytobbl yopath nanky .build npu akcnopre.
Mpu 3KCnopTe MOXHO UCK/OYUTL daiibl, COOTBETCTBYHOLLME PEFYASPHbIM BbIPaXKEHUSM B

none Exclude paths. B utore cosgacrcst apxve co BCEMU UCXOAHMKAMK U, eCn Bbln BbIGpaH

LIa6IoH Pa3sMEeTKn, TO B UCXOAHOM KoJE 6y,u,eT BCTaBJIEHa aKTyaJ/lbHadad pPa3METKa,

COOTBETCTBYHOLLASA BbIGpaHHOMY LLIAGIOHY.

2)  Yepe3s KOHCOJIbHYIO KOMaHAy svacer markup export



CUHTaKcmMC KoMaHAbl:

svacer markup --user <user> --password <password> --project <project id or
name> --branch <branch id or name> --snapshot <snapshot id or name> export
[--stripPrefixes <prefixl, prefix2, .. , prefixN> --excludePaths <pathi,
path2, .. ,pathN> --template <name>]

lpe:

= user, password — nosb3oBaTesb M NAPOJib YHETHOM 3aNUCK HA CEPBEPE NCTOPUM

" project — NpoeKT Ha cepBepe UCTOPUM, U3 KOTOPOro byaet npom3sBeneH 3KCNopT

= branch — BeTKa B npoekTe BbiI6paHHOM Bbille (M0 YMOA4aHMIO master), 3 Kotopon byaet
npou3BeeH 3KcnopT

= snapshot — CHUMMOK B BbIGPaHHbIX MPOEKTE U BeTKe (Mo yMoJYaHUIO MoCnedHUI
3arpy>KeHHbIi), N3 KOTOporo 6yaeT NPousBeAeH 3KCnopT

= stripPrefixes, excludePaths — aHanornyHbl nonam «Ypganutb npeduKkcbl» N «MCKAOUYUTD
nyTn» n3 GopMbl aKcnopTa pasmeTkm B Ul, onncaHHOM Bbille

= template — onpegenser umsa wabnoHa AN 3Kcnoprta pasMeTku. Ecam nmsa He ykasaHo,
pa3MeTKa He 3KCMopTMpyeTCs

Wtorom 6yaetr nmMbo cospaHue AuMpekTopun U $panioB, COOTBETCTBYIOLIMX BblOpaHHOMY
NPOEKTY Ha cepBepe UCTOPUM N HANOJIHEHUE UX UCXOAHBIM KOAOM, NMbO, eciv gUpeKkTopum
M dainibl yXKe CyLLLeCTBYIOT, OHM 6yayT nepesanucaHbl. Haanumne B pannax pasMeTku B Buae
KOMMEHTapUeB 3aBUCUT OT TOro, 6b1/1 1N BbIGPaH LWabA0oH pa3MeTKu.

5.7.2 Imnopt pasMeTKM N3 UCXOAHOro KoAia Ha cepBep UCTOpUMN

NMMopT pasMeTKM U3 UCXOHOr0 KO/la Ha CepBEP MCTOPUN BO3MOXKEH C MOMOLLIbIO KOMaHAbl svacer
markup import.

CuHTakcuc:

svacer markup --user <user> --password <password> --project <project id or name>
--branch <branch id or name> --snapshot <snapshot id or name> import --template
<name> [--excludePaths <pathl, path2, .. ,pathN> --from-build-object]

lpe:

= user, password — noJsib3oBaTe/ib U NApPO/ib YH4ETHOWM 3aNnCK Ha CEPBEPE UCTOPUM

= project — NPOEKT Ha cepBepe UCTOPUU, B KOTOPbIN ByaeT NpousBeAEH UMMOPT Pa3METKU

= branch — BeTKa B npoekTe BbIGpaHHOM Bbille (Mo yMo/ldaHUIO master), B KoTopyto 6yaet
NPoun3BeAEH UMMOPT Pa3METKU

= snapshot — CHMMOK B BbIGPaHHbIX MNPOEKTE M BeTKe (Mo yMOJYaHUIO noc/eaHui
3arpy>keHHbIi), B KOTOPbIN BYAET NPoU3BeAeH MMMOPT Pa3METKM

= excludePaths — uckto4aeT ¢paiinibl, COOTBETCTBYHOLNE PETYNSAPHBIM BbIPaXKEHUAM



= template — onpepenser umsa wabsoHa ANs MMMNopTa pPasMeETKM (BaXKHO: dnar
06s3aTeNbHbINA, B OT/IMYME OT SKCMOpPTa)

= from-build-object — npu BKAOYEHUM 3TOM onuMKM, pa3MeTKa OyaeT BbIrpyXkaTbCs M3
06beKTa COOPKU TOrO CHMUMKA, KOTOPbIM Obla YKa3aH B ONUUAX BbiLLE.

Mocne BbIMNONHEHUS KOMaHAbl BCE KOMMEHTapUM OCTaB/IEHHbIE B KOAE B COOTBETCTBMU C
BblBpaHHbIM WAG/MOHOM pa3MeTKu 6yayT pa3obpaHbl U [A06aB/eHbl Ha CepBep UCTOpUM B
COOTBETCTBYHOLINI NPOEKT/BETKY/CHUMOK.

ONns nopaBneHUs HaWAEHHbIX MpeaynpexaeHun cneayetr WUCNonb3oBaTb caeayllmin dopmat
pa3MeTKU B UCXOHOM Koje

//svacer_review: -<warn class>[|-<warn class>]+

Mpumep:
if (!strncmp("--filelimit",argv[i],11)) {
j = 11; //svacer_review: -UNUSED_VALUE
if (*(argv[i]+11) == '=') {

KoMMeHTapuin Ao/MKEH BbiTh PACNO/IOKEH B KOHLLE CTPOKM, e OXKMAAETCS NpeaynpexiaeHme ot
aHasm3aTopa Svace.

[ns UMNopTUPOBaHMA pasMeTKKU Npu UCNoIb30BaHUM KoMaHa, import --upload 1 upload cneayet
yKasbiBaTb ¢nar --template <template>. B TakoM cnyyae pasmeTka 6yaeT MMMNOPTUPOBaHa M3
o6beKTa C60PKKM Cpasy Noc/ie 3arpy3Ku ero Ha cepeep.

5.7.3 N3MeHeHUe MHBApPUAHTOB AJ1a pacnpoCcTpaHEeHUs pasMeTKN MeXXAY CHUMKaMMU, C
HecoBMajaloWMMM NYTAMU
Ecnn Ha cepBep 6bIn 3arpy»XeH CHUMOK, B KOTOPOM PacCrosIoXKeEHUE HEKOTOPbIX (MK Bcex) dainnos
NOMEHSANOCh, a NP MMMNopTe He 6bln1 YKazaH pnar --pathPrefix, To pasmeTtka ¢ npowsioro cHMMKa
He pacnpoCcTpaHMTCA Ha HOBbIM CHMMOK. [Ins pelueHns gaHHOM NpobsieMbl caeayeT MCNO/b30BaTh
KoMaHpay svacer markup update.

CuHTaKcuc:
svacer markup update --user <user> --password <password> --project <project id
or name> --branch <branch id or name> --pathPrefix <prefix:replacement;

prefix:replacement> [<snapshot id or name>1, <snapshot id or name>2, ..,
<shapshot id or name>N]

lpe:
= user, password — nosib3oBaTe b M NAPOJib YHETHOM 3aNUCK HA CeEpBEPE UCTOPUM
" project — NpoeKT Ha cepBepe UCTOPUM, B KOTOPOM ByaeT 0OHOBAEHA pa3MeTKa



= branch — BeTKa B npoekTe Bbi6paHHOM BblIllEe (MO yMoYaHUIO master), B KoTopol byaeT
06HOBJIEHa pa3MeTKa

= pathPrefix — npaBuno otobpakeHust ans npedukcosB nyter B popmare: <file> mam line
prefix:replacement;prefix:replacement

B KOHLLe KOMaH/bl OMNUMOHA/NIbHO MOTYT ObITb YKa3aHbl MMEHa UM MAEHTUPUKATOPbl CHUMKOB, B
KOTOpbIX 6yAeT 06HOB/IEHA pa3MeTKa B COOTBETCTBMM C YKa3aHHbIMU Npedurkcamm nyTtei. Ecam oHm
YKa3aHbl He 6yayT, U3MeHeHus ByayT NpUMeHeHbl KO Bcell BeTKe. locie 3anycka KoMaHApl Ha
cepBep 6yaeT OTNpaB/AeH ACMHXPOHHbLIA 3aMpoc Ha OGHOBNEHME pa3MeTKM, 3a [AasibHEeNLIMM
MPOrpeccoM MCMNoJIHEHNS MOXKHO ceguTb B nore cepeepa (4epes Ul oH gocTyneH nosib3oBaTeNsim
c posbio admin B Settings > Server information).

5.8 TMopaeneHue npeaynpexaeHui

[lns nopaBaeHne BbIGPaHHbIX MOJib30BaTENEM MNpeaynpeXxaeHuin NpeaocTaBaseTcs Cheayowmi
MHTEepdENC KOMaHAHON CTPOKM:

Cnucok nofaBfieHHbIX npeaynpexaeHuii (nevaraer JSON)

svacer markup [auth/selection] suppress list

npumep: svacer markup --user admin --password admin --project tree-command
suppress list

MoaaBuTb NpeaynpexaeHme

svacer markup [auth/selection] suppress add idl id2 id3

npumep: svacer markup --user admin --password admin --project tree-command
suppress add 29d298cd-752d-4d19-b535-2089a72a96af

Y6paTb nogaBneHue npeaynpexaeHus

svacer markup [auth/selection] suppress remove idl id2 id3

npumep: svacer markup --user admin --password admin --project tree-command
suppress remove 29d298cd-752d-4d19-b535-2089a72a96af

Y6paTb Bce NOAaB/EHNS

svacer markup [auth/selection] suppress remove

npumep: svacer markup --user admin --password admin --project tree-command
suppress remove

Cnuncok npeaynpexaenun ¢ ID pgoctyneH nocpeactsoM public REST API. ®yHKUMOHaABHOCTb
npefiHa3Ha4yeHa A1 MHTErpaunmn co CTOPOHHUMMN MHCTPYMeHTaMu 1 BcTpanBaHue B CI/CD pipeline.



Ha Tekywmit MOMEHT WHpopMaumsi O MNOAABNAEHHbIX MpPeaynpeXxaeHuMs HeaocTynHa B Beb-
UHTEpdElice.

Mpn 3KCNOPTUPOBAHUMN CHUMKA Fle eCTb NOAAB/IEHHbIE NPeAyNpPEXAEHUS, CaMU NPeAYNPEXIEHUS
OYlyT TaK XKe 3KCMOPTMPOBaHbI KaK NoAAaB/NEHHbIE.

5.9 My6aunuyHblie REST 3anpochl

[ns paboTbl C CepBepoM Yepe3 pas/vyHble MPUIOXKEHUS peann3oBaHbl My6/MYHbIE 3aMpPOChl,
KOTopble He OyayT MeHATbCS Npu OBGHOBAEHUM camoro cepBepa. Ecam 6yayT npoucxogutb
3HauYMMble U3MEHEHUS, TO 3anpoc 6yaeT noMeyatbes Kak deprecated n co3paBatbcsi HOBbIN TaKoM
YKe 3anpoc ¢ noMeTkon /api/some/request/v2.
Ins Kaaoro ny6anMYHOro 3anpoca HY>KeH PermcTpaLMoHHbIN TOKEH. YTobbl €ero noay4ymtb HY>KHO
NPonTK ayTEHTUPUKALMIO.
AyTteHTuduMKauua — 3to POST 3anpoc ¢ basic auth Ha /api/login, KoTopbit BepHET JWT-TOKEH B
body. [MonyyeHHbI TOKeH AobaBnsiercs B 3arosioBok (Header) Bcex 3anpoco (Authorization:
Bearer <token>).
OCHOBHbI€ CYLHOCTM cepBepa 3TO:

. npoekTbl (project) — naeHTMdUumpyrotcs no UUID

. BetKka (branch) — naeHtudMumpyrotcs no UUID

« CHUMKM (snapshot) — naeHTuduumpyrotca no UUID

. Mapkepsl (markers) — ngentnéuumpyrorca no UUID

. nonb3oBatenu (users) — naeHTMdMuMpyrotcs no UUID

My6an4yHble 3anNpochl:

= /api/public/projects (GET) — Bo3BpalLLAET CMIMCOK BCEX MPOEKTOB C BETKUMMU;

= /api/public/projects/{project_id}/branch/{branch_id}/snapshots (GET) — Bo3Bpauiaet
CMUCOK BCEX CHUMKOB KOHKPETHOM BETKM.
Heobxoanmsbie ID MOXHO NoAYy4YUTb U3 NpeablayLLLErO 3anpoca.

= /api/public/projects/{project_id}/branch/{branch_id}/snapshots/{snapshot_id}/
fullmarkers (GET) — Bo3Bpaliaer nosiHyto nHpopmaumio 060 Bcex MapKepax KOHKPETHOIo
CHUMKa.
Y 3anpoca ecTb onuus ?traces=true (no ymonuaHuio false). OHa fO6ABUT K KaXKa0oMy
MapKepy ero Tpaccy.
Takxke poctynHa onuus ?checker_info=true (no ymonuyanuio false). OHa f06aBUT K
KaXk[,oMy Mapkepy severity u reliability aetektopa, K KOTOPOMY OTHOCUTCS 3TOT MapKep.

= /api/public/diff?snapshot_vi=<id1>&snapshot_v2=<id2>&level=<number> (GET) —
BbINOJIHSIET CPaBHEHME CHUMKOB C YKa3aHHbIMM id.
Ecnm snapshot_v2 oTcyTcTBYET MM NyCTON, TO CpaBHEHME ByaeT NpoBeAeHO C
npeablaywmm cHUMKoOM. Konnyecteo nHdopmMauum onpeaensietcs nepemeHHon level:



= 0 — TO/IbKO 06UWasa MHPopMaLUA CO CTaTUCTUKOM;

= 1 — cTaTUCTUKA U id MapKepoB;

= >1 (default) — nonHasa nHpopmaums.

/api/public/users/current (PUT) — 06GHOBAAET TEKYLLLETO Mo/b3oBaTens. HyXHo
nepeaatb 06bEKT C TAKMMM XKe NOJIAMU, KaK B 3anpoce Ha Jo6aBaeHue nosib3oBartens.
/api/public/snapshots/{snapshot_id}/markers/suppress (POST) — noaasneHue
npeaynpexaeHuin. Teno:

{ Mone ids 3apgaet cnmncok ID MapKepoB A/
ids: ["id1", "id2",...] noaaBJiEHMS.

rule: { /% any JSON object */ }|mone rule 3amaerT cneumduuHoe ans

} noJsib3oBaTesisi npaBswuJIo, corslacHo
KOTOPOMY aHHblE MapKepbl NOAABAAOTCS.

/api/public/snapshots/{snapshot_id}/markers/unsuppress (POST)  —  oTMeHa
nojassieHus npeaynpexxaeHunin. Teno:

{ ids: ["id1", "id2",..] } Mosne ids 3agaeT cnucok ID MapKepoB Aas

OTMEHbI NoAaBNEHUA.

/api/public/snapshots/{snapshot_id}/markers/suppressed (GET) — OoTMeHa
noAaBneHus npeaynpexaeHnin. Bo3spallaeT CNMCOK NOAABAEHHbIX MapKepoB B BUje
JSON maccuBa.

/api/public/snapshots/{snapshot_id}/custom_fields/{field_name} (GET) — nonyuyeHne
Nob30BaTeNIbCKOro aTtpubyta y cHMMKa. PesynbtatomMm siBasetrcs JSON cTpoka wam
MacCKUB CTPOK

/api/public/snapshots/{snapshot_id}/custom_fields (GET) — nonyd4eHne Bcex
NoJib30BaTeIbCKNX aTPUOYTOB Y CHMMKa B BMAe oaHoro JSON obbekTa

My6anYHbIE 3aNPOChI, AOCTYMNHbIE TONILKO NOb30BaTE/NIAM C Po/bio admin:

/api/public/users/admin/list (GET) — Bo3BpallaeT cnncok nosib3osartesiei. Y 3anpoca
ecTb onums "roles=true" (no ymonyanHuio false). OHa fO6ABUT K KaXKa0MYy
NnoJib30BaTe/I0 Ero POIN.

/api/public/users/admin/add (POST) — go6aBnseTt HOBOro nosib3oBatens. Hy>kHo
nepeaatb 06bEKT ¢ nonamu login (o6s3atensHoe), password (o6s3atenbHoe), firstname,
lastname, middlename, email, passChangeRequest.
/api/public/users/admin/{user_id} (PUT) — o6HOBAsET NO/b30BaTENS C NEPeJaHHbIM
ID. Hy>kHO nepeaatb 06bEKT C TAKUMMU XKe NONSAMU, KaK B 3arnpoce Ha AobaBfieHne
noJib3oBatens.

/api/public/users/admin/{user_id} (DELETE) — yaansert nonb3oBaTens c nepeaaHHbiM
ID.




/api/public/users/admin/{user_id}/status (PUT) — ycTtaHaBaMBaeT Noab30BaTENIO C
nepepaHHbIM ID cTaTyc nepeaaHHbIn B 06bekTe Buaa {status int}, roe O — apxmBHbIN, a
1 — aKTUBHbIN.
/api/public/roles/admin/list (GET) — Bo3BpallaeT cnMcok pone.
/api/public/roles/admin/add (POST) — no6aBnseT HOBYIO posib. Hy)KHO nepeaatb
06BEKT € nonaMu name (ob6sa3aTensHoe), permissions (o6s13atenbHoe), rae permissions
— 3TO MaccuB 06BEKTOB € Nosismu target (o6s3aTensHoe) u action (o6s3aTenibHOE).
/api/public/roles/admin/{role_id} (PUT) — o6HoBAseT posib ¢ nepefaHHbIM ID. Hy)KHO
nepenaTb 06BLEKT C TaKMMMU XKe MOJIIMU, KaK B 3aMpoce Ha Ao6aBaeHne posn.
/api/public/roles/admin/{role_id} (DELETE) — yaanseT po/b ¢ nepegaHHbIM ID.
/api/public/users/admin/{user_id}/roles (PUT) — no6asnset uam yéupaet poau
nonb3oBaTesto ¢ nepeaHHbIM ID. Hy>kHO nepeaatb 06bEKT ¢ nossmu user_id
(o6si3aTenbHoE), roles (o6s3aTensHoe), rae roles — 3To MacCUMB OGBHEKTOB C TAKUMU XKe
NnonsiMU, Kak B 3anpoce Ha gobasnieHMe ponn. Y 3anpoca ecTb 06s3aTe/ibHbIM NapamMeTp
"action=add/delete". Onuns "add" no6aBuT poab Nonb3oBaTento, a "delete” — ybeper.
/api/public/users/current (PUT) — o6HOBAEHME NPOPUASA TEKYLLETO NOIb30BaTENS
(Toro, ¢ YbMM TOKEHOM aBTOpPU3aLMM Mbl obpaLaemMcs K API). B body nepepaetcs JSON
0OBEKT C NONSIMU, aHANOTMYHbIMM 3aMNpocy Ha Ao6aB/ieHME HOBOIO MOJIb30BaTENS
/api/public/users/admin/{user_id}/status (PUT) — ycTaHoBKa cTaTyca nosb3oBaTens.
Body pomkHo cogepykatb JSON 06beKT BMAa {status:<int>} roe sHayeHue ctatyca O uam
1. 3HayeHue 0 3HAYUT «apXMBHbIN» NOJb30BaTE/b (HEAKTUBEH, HE MOXET 3alATU B
cepBep), U 1 — aKTUBHbIM NOJ/Ib30BaTEb.
/api/public/exportPDF (POST) — cosaaHue PDF otyeta no npoekty. C™M. 3.3 Co3gaHue
PDF otyeTa ans npoekTa .
/api/public/generateURLs (POST) — co3gaHue URL ans mapkepa. MpuHumaet JSON
06BbEKT € NosIaMu

markers:["id1", "id2", .. ] — cnuncok ID mapkepoB ansa reHepauum URL

location: "<url>" — 6a308BbIn URL Ha KakOM BUAEH Svacer ¢ TOYKUN 3PEHUS KJIMEHTA

type: "short|full" — onunoHanbHbIN aTPUBYT AN reHepaLMn KOPOTKOTO MK

nosHoro URL. Mo yMmon4aHuio cosaatotcs nosiHele URL

pe3ynbTat paboTbl KOMaHAbl — JSON 06BbEKT € NOAAMHU

urls :["url1", "url2", ...] Kaxabit URL cooTBeTcTBYET ID MapKepy B TOM »Ke No3nLMn

BO BXO/[HbIX AAHHbIX

. type: "short|full" — Tvn URL

/api/health (GET) — npoBepka aocTynHocTu cepeepa. Bosspauyaet Status 200 OK ecium
cepBep pabotaet
/api/public/login (POST) — ayTteHTUdUKaLMsA Nob30BaTENS
Teno 3anpoca numeet popmat JSON U BbIrASAUT CAeayoWmUM 06pasoMm:



. auth_type — tMn ayteHTUdUKaummn

"auth_type": "ldap", ("svacer" nam "ldap")

"server": "open_ldap",

_ . server — ums ldap cepBepa, Kak oH
"login": "user", o baii

Ka3aH B KOHOUIYpaLUUOHHOM daunne
"password": "user", Iyd ( ;Ip 1
. ap (nosie name) Npu cTtapte cepeepa.
llrolell : lladmlnll p p p p p
) [Tone MOXXHO ONyCTUTb B Cay4ae

Mcnonb3oBaHUA "svacer" ayTeHTMdKaLuum
. role — posb, c KOTOpOW 6yaeT paboTaThb
nonb3oBaTesib
. login — nMs nosb3oBaTens

. password — naponb nosib3oBaTens

= /api/public/help (GET, 6e3 aBTopusauumn) — gononHuTenbHas MHopMaums no REST
API

He ny6anyHoe API, KOTopoe B c/ieAyIoLMX peamnsax cTaHeT ny6/iMyHbIM (f,06aBUTCS npeduKc
public):
= /api/projects/admin/{container_id}/update (PUT) — MeToa, nepeMMeHoBbIBaET
NpPOoeKT uan BeTKy. Body gomkHo cogepxatb JSON 06bekT ¢ nonem "name" u "id", roe
id jo/mKkHO cooTBeTcTBOBaTh container_id, a container_id cootBeTctBoBaTh ID BETKM UK
npoekTa.



5.10 AgMUHUCTpUpOBaHUE cepBepa Svace
®DyHKLMN, ONUCAHHbIE B 3TOM pasfene, AOCTYMHbI TOJIbKO NOJ/Ib30BaTeNto € posibio admin.
5.10.1YyeTHble 3anMUcUu U PO NOJIb3OBaTeNIeEN
B okHe Settings > Users oTo6paxkaloTcs BCe CyLLECTBYIOLLME NONb30BaTE/IN. B 3TOM OKHe:

1. Y106bI 06ABUTL YYETHYIO 3aMUCh NOJIb30BATENS:

1) Haxxmute kHonky Add user
2) 3anonHute nons nosisusLuencs ¢opmol (Puc. 35)
3) YcTaHOBUTE NEepeK/toYaTe b, €C/IM HYXXHO CMEHUTb NMaposib NPU NepBoIA aBTopmusaLmn

4" Add user

Login: *

Password:

Last Name:

First Name:

Middle Name:

Change password on first login

Puc. 35 — OKHO co34,aHUSA YY4ETHOM 3aNUCK NOJSIb30BaTeNs

2. YT06bI AN19 CYLLECTBYOLEN YH4ETHOM 3anuncK Noib30BaTeisi MTOMEHATb Naposib:

1) HakxmMute KHOMKy B cTon6ue Action

2) B nossusweiica ¢opme (Puc. 36) BBegute naponb B o6a Mons U ycTaHOBUTE
nepekaoyaTeNib, €C/IM  HY)XHO, 4YTOGbl MO/Mb30BaTE/lb CMEHUA Mapoib Mocie
aBTOpU3aLUN



# Change password

Mew Password:

Confirm Password:

word on first login

Cancel Ok

Puc. 36 — OKHO cMeHbl Naposa NoJib3oBaTtens

3. YTo6bl apXxMBUpPOBaTb NOIb30OBATENS:

1) HaxxMuTe KHOMKY E B cTon6Le Action
2) Mpu apxuBauMM MNoAb30oBaTeNs C Hero 6yAyT CHATbI BCE POAM U yAaNieHbl €ero
6JIOKMPOBKMU

3) [lns BOCCTaHOBJ/IEHUS NONb30BATE/S HAXKMUTE KHOMKY E B cTon6ue Action
4) Mpw BOCCTaHOBJIEHUU MOJIb30BATE/ISI POIN EMY MPUCBOEHbI HE By ayT

4. Y106bI ,O6ABUTL POJIb:

1) Haxxmute kHonky Add role

2) 3anonHute nons nosisusLuencs ¢opmsl (Puc. 37)

3) YKaxkute npoekT, K KoTopoMy oTHocuTca ponb (ALL, ecnm Ko BceM npoekTaM) 1 npasa,
KOTopble 6yAyT AOCTYMHbI MO/1b30BaTEIO

W Create new role

Role name:

Permissions:

openssl/master ~

® Add more

Puc. 37 — HacTtpoiika posau u npae gocrtyna

5.10.2 CeMaHTUKa posiei Nosib3oBaTens

Ponb nosnb3oBatena onpepenser Kakue ,D,el;'ICTBMFI AOMNYyCKakTCA NOJZib30BaTE/1lO CO CaeayroumnmMmm
obbekTamMm cepBepa: NpoektTaMn, BETKaMn, MapKepamMmun, CHUMKaMH



JeicrBue O6nacTb dddekr

READ MpoekTt lMonyyeHue cNMCKa BETOK,
noJiydeHue crmcka
npeaynpeXxaeHnin ns 11obomn
BETKU NpOEKTa, 3KCNopT
[JaHHbIX U3 BETOK NpPOEKTa

READ BeTtka lMonyyeHue crincka
npeaynpexaeHuii U3 BETKn
NpPOeKTa, 3KCMOPT AaHHbIX U3
BETKMU

WRITE Betka/lMpoekT ViIMnopTupoBaHMe AaHHbIX Ha
KOHKPETHYI BETKY UM Ha
Nobylo BETKY NpOeKTa

REVIEW BeTtka/lpoeKkT BO3MOXHOCTb MEHATb
pa3MeTKy U 106aBNSATb/MEHATb
KOMMEHTapumn Ha
npeaynpexaeHunsx

CylecTByeT crielpasnbHas 061actb ALL, KoTopas o3HayaeT BCe NPOEKTbI U BETKM.
CyLLEeCTBYIOT CNefylollmMe chneumasnbHble Poan € 0COBbIM 3HaAYEHUEM, KaKME HE MOryT ObiThb
yAaneHbl U3 CUCTEMBI:

Ponb AddekKr

importer BO3MOXHOCTb 3arpy3Ku JaHHbIX aHaM3a
nocpeacTBoM KoMaHabl svacer upload

review_master Pa3meTKa, NnponsBeaeHHas NOAb30BaTENEM C
JAHHOM PO/bI HE MOXKET BbIThb
nepeonpeaeneHa nosb3oBartesem 6e3 AaHHOM

posau
admin [laeT nosIHOMoOUMS agMUHUCTPATOpPa cepBepa
all_projects JlocTyn Ha Bce onepaLum 1 KO BCEM MNPOEKTaM,

HO 6e3 aAMUHUCTPATUBHbLIX MPUBUIETNI




5.10.3 BeaeHue cnuckKa NnpoeKToB

B okHe Settings > Projects oTo6paatoTcs BCce NPOEKTbl C BETKaMU U cHUMKamu (Puc. 38). B atom
OKHe AO0CTYIHbI:

1. [llo6aBneHune u yaaneHme npoekra (Npyu MMMNopTe NPOEKT CO3AaETCA aBTOMATUYECKM).

2. KnoHupoBaHue BeTku (ecau npu nmnoprte ykasatb ¢aar --branch <branch name> setka
CO3/1aeTCs aBTOMaTUYECKH).

B New Project

Snapshots of paho.mqtt.c/master:

Sort projects by: MName - =
Show column 'Snapshot ID':

> mm darpa
Name Created at Actions

Snapshot 2020-03-25 09:09:41 +0300 2020-03-26T16:09:17.5638719Z
v @ paho.mgtt.c

¥ master Snapshot 2020-03-25 09:00:47 +0300  2020-03-26T16:09:11.171071Z

> mm test_project 1302_01
Snapshot 2020-03-25 08:54:00 +0300 2020-03-26T16:09:24.480269Z

Puc. 38 — Cn1UcoK NpoeKToB

3. DKCNopT CHUMKOB C cepBepa B dann Ans AanbHeNLLIEN 3arpy3Kn ero Ha [ipyrom cepeep
W1 B ApYroi NPOEKT Ha 3TOM Xe cepBepe. [leTanm onucbiBatoTcs B pasgene 4.4.

4. IMNopT cHUMKa m3 daina. g aToro HaxkMmute KHonky Import snapshot (Puc. 39) n B
NosiIBUBLLEMCS Anasiore yKaxkute ¢ainn ans 3arpy3km n UMst HOBOro CHMUMKa.

A Users Projects Y Filters () Checkers & Locks &= Serveri

E New Project

Sortprojectsby:  Name « = Show time:

darpa
openss|

paho.mgtt.c

B B B Bt

3—9 master

Puc. 39 — UMnopTt cCHUMKa



5.10.4 Hactpoiika GUAbLTPOB BETOK U NMPOEKTOB

B okHe Settings > Filters (Puc. 40) MOXXHO co34aTb 06LMe GUALTPbI HA BETKY MU BECb MPOEKT. s
CMeHbl SCope C MpOeKTa Ha BeTKYy MAM obpaTHO credyeT HaXkaTb Ha KHonky project/branch B
cTonbue Scope.

MNocne npuMeHeHMs GUALTPOB B OKHe Review oToOpaXkaloTcss TOJILKO — MapKepbl,
YAOBNETBOPSIOLME YCIOBUAM.

Active  Scope Include path patterns ) Exclude path patterns ) Severity Reliability Checker patterns @)

Puc. 40 — OKHO $PUNBLTPOB BETOK U NPOEKTOB

5.10.5NMpocmoTtp nHpopmaumm o cepeepe

B okHe Settings > Server information (Puc. 41) oto6paxkatorcs:
® MapaMeTpbl, C KOTOPbIMM 3aNyLLLEH CEPBEP;
= JIOru cepBepa;
= )KypHan 6a3bl JaHHbIX;

= Svace Server £ Project: No selection) v Br: £ (No selection) ~ Review [] Browse code Reports Settings €} Agents ©) admin ~

2 Users [= Projects Y Filters (D) Checkers i Locks & Server information

Property Value System log

AcquireCount 58 2021-05 : 55940300 SQL DB schema was changed, applying migration scripts
2621-65 :16:44.559+0300 Applying initialization script

AcquiredConns 0 2021-95- .621+0300 Connected to object storage at /home/jenkins/static/svacer_object_store_manual
2621-05 62940300 Checking for incomplete snapshots

AcquireDuration 30162734 2021-05. 62940300 Starting history server backend

2021-05- .5629+0300 gRPC server running on :3004

2621-65 :16:44.630+0300 Detected @ incomplete snapshots

ConstructingConns 2021-05 63140300 eanup is completed
2021-085- .821+0300 Refreshing users cache

EmptyAcquireCount 2021-05 83240300 Done refreshing user’s cache
2021-05 :16:44. 83440300 Applying filter task from sync job

IdleConns 2021-05 83440300 REST API server running on :3003

2021-05 :17:11.967+0300 Issued token for user guest

System journal

00000001 N 111 +0000 [{"host": {"Addr": {"IP": "10.10.155.27", "Port - e "1, N
CMD._ARG[O0] /homejjenkins/workspaceftest. 00000002 6 "id": *72b3df7b-bf86-4a6a-8775-8344edaebac?

00000003 2cb563-86f4-4f96-900a-7782163327c9'
CMD_ARG[1] --log 00000004 t
00000005 "Pat cts/33 £93-417b-bc67-4e7d60C7af Se.
00000006 N 114: " "Pat| C 3 9f93-417b-bco7-4e7d60c7af Se.
CMD_ARG(3] server 00000007 & "Pat c e7d6OC7af Se,

00000008 " "Pat| c a7d6@c7afSe,

CanceledAcquireCount (]

MaxConns

TotalConns

CMD_ARG[2] J/home/jenkins/workspace/test,

CMD_ARG[4] —-port 00200003 5 "Pat cts/33 3 e7d6Bc7af Se
00000910 ) g
CMD_ARGI[5] 3003 00000011

00000012

CMD_ARG[6] —grpe 00000013 2020 14:15:14 +0000 [{"Hos "Pat rojects/336b5ch2-9F93-417b-bc67-4e7d60c7af Se/branch/2

CMD_ARG[7] 3004 4 Refresh
CMD_ARG[8] --store

CMD_ARG[9] fhome/jenkins/static/svacer_ok

Puc. 41 — Nudopmauus o cepeepe



5.10.6 KonupoBaHue pasMeTKu

[Ns KOMMPOBaHUSA pasMETKM MeXAy KOHTEMHepaMn HeobXoAMMO MepenTn B OKHO Settings >
Projects n ganee BblaennTb BETKY, U3 KOTOPOIM HEOBXOAMMO CKOMMPOBATh pasMeTKy. Ha Puc. 42
Takomn BeTkol byget zstd_130 npoekra zstd.

= Svacer 7 Project: = (No selection) » Branch: ¥ (No selection) ~ =0 Review [ Browse code Reports  §i Settings

& Users @ Profile Y Filters = Projects (@) Checkers gk Locks & Server information

i Create new project

Snapshots of zstd/zstd_130:

Sortby: Name v (= Show time:
Show column 'Snapshot ID':
v [ zstd

¥° master Name [~  Created at +Z | Actions
5 zstd 140 : z5td_130 26.01.202212:23
P zstd_130

P zstd120

Puc. 42 — Bbl6Op BETKU AJ151 KONUPOBaHUA Pa3sMeTKU

Nanee Heo6XOAMMO HaXaTb Ha KHOMKY «...» U B MOSBUBLUEMCS MeHIO BblbpaTb Copy markup. B
pe3ynbTaTe NosBASETCA OKHO BbIbOpa KOHTEMHEePa, B KOTOPbIN OyAeT BbINOJAHEHO KOMMPOBaHME.
[J] Copy markup from zstd:zstd_130

Select destination project to copy

(No selection)

Select destination branch to copy

(No selection)

Conflict action

Copy last

® Do not copy

Overwrite

Cancel

Puc. 43 — KonupoBaHue pasMeTKuU



PasmMeTKa B KOHTelHepe COCTOMT M3 MHOXECTBa pa3MeYeHHbIX MapKepoB. B LeneBoi BeTKe yxe
MOXET HaxoauTcs pa3MeTKa. Bce MHOXeCTBO MapKepOB B MCXOIHOM BETKE MOXXHO pa3buTb Ha JiBa
MHOXeCTBa: «YHUKasbHble» U «ObLWMe». «YHUKANbHbIE» — MapKepbl, KOTOpble €CTb TOJIbKO B
nucxoaHom BeTke. «O0WMe» — MapKepbl, KOTOpblE eCTb KaK B BETKE UCTOYHMKE, TaK U B BETKe-
npuemMHuke. Mpu BbINOAHEHUM ONepauMM KOMUPOBAHUA pa3MeTKa Ha YHMKaNbHbIX MapKepax
KonmMpyeTcs Bcerga B BETKY-MpueMHuK. [nsa «O6wmx» MapKkepoB BO3MOXHbl HECKOJIbKO BApUaHTOB
NpoAo/HKEHNS KonMpoBaHus. o yMonyaHuto Bbi6paH NyHKT «He KonupoBatb». B gaHHOM cny4dae
pasMeTKa Ha «O6Lux» MapKepax B BeTKe-MPUeMHUKe He u3MeHsetcs. B ciiyyae BbiGOpa NyHKTa
«Mepe3anucatb», pa3MeTKa Ha «ObLWMX» MapKepax B LLle/IeBOM KOHTeMHepe OyaeT 3aMeHeHa Ha
pa3MEeTKY M3 BETKU-UCTOYHMKA. [pn BbIbOpe NMyHKTa «3aMEHUTb, EC/IM HOBEE» Pa3MeTKa U3 BETKU-
MCTOYHMKA KOMUPYETCA B TOM C/lyvae, ec/in ee MeTKa BpeMeHU 6oJiee NMo3aHss, YeM Ta, KoTopas
yKa3aHa B BETKe-NpPUEMHUKE Ha JaHHOM MapKepe.

MNpuBeaemM npumep. MycTb UMeeTcs KoHTenHep A c pasmetkon {(M1,D1),(M2,D2), (M3,D3)} u
KoHTenHep B ¢ pasmeTtkon {(M4,D4), (M2,D5), (M3,D6)}, rae M — 310 Mapkep, a D — pa3sMeTka
(BKMoUast MeTKy BpeMeHM). Onepauumio CpaBHEHUS Ha pa3MeTKe o0603HauMM Kak >. Ecan meTka
BpeMeHn B D1 6onblue, 4yem B D2, D1>D2. Nyctb D2>D5, a D3<Dé6. Toraa onepaumsi KONMPOBaHUS
BCEraa ckonupyet pasMeTky D1 (HO He camM MapKep), Tak Kak Mapkep M1 HOBbI A1 KOHTENHEpPa
B. Mapkepbl M2, M3 — obuwme ans ABYX KOHTEMHEPOB, MO3TOMY Kakas pasMeTKa Oyaer B
KOHTENHepe-NMpUeMHUKe 6yaeT 3aBUCETb OT BbIOPAHHOrO BapMaHTa paspellueHns KOHPAUKTa. Ecam
OyaeT BbIOpaH NyHKT «He KonupoBaTtb», TO B KOHTeMHepe B Ha Mapkepax M2,M3 byaeT pa3mMeTKa
D5,D6 cootBeTcTBEHHO. Ecnn BbIGpaH NYHKT «nepesanucaTb», TO Ha M2,M3 6yaeT pa3MeTKa
D2,D3. Ecnu BbIOpaH NYHKT «3aMeHUTb, €CIM HoBee», TO Ha M2,M3 pasmeTtka byaet: D2,D6, Tak
kak D2>D5 n D6>D3

Mpwn BbINOAHEHUM KOMMPOBaHWUS HAZIMUME MapKepa B BETKE NPMEMHMKE HE NpOoBepseTCS.

MNpy1 ycnewHoOM KonNnupoBaHUM BbIBOAMTCS BCMJ/IbIBatOLLLee cOObLLEHNE BUAA:

Operation done. Total count: X, Overwritten: Y.

[laHHOe cooblleEHNE O3HAYaET, YTO BCEro ObIJI0 CKOMMPOBAHO X MHBAPUAHTOB BMECTE C pa3MEeTKOM
M cpen CKONUPOBaAHHbIX MHBAPMAHTOB Y LUTYK ObIJI0 CKOMMPOBAHO C 3aMEHON.

5.10.7 Co3paHue u U3SMeHeHue WaBNOHOB pasMeTKHU

B okHe Settings > Markup templates (Puc. 44) Mo)KHO NOCMOTPETH BCE LWAGIOHBI, a TaKXe co34aTh
HOBbIN WJIM KNIOHMPOBAaTb CYLLECTBYHIOLLIUMA.



B svacer & Project: [ (Noselection) Branch: ¥ (No selection) ~ =0 Review [ Browse code (@ Reports ~ §4f Settings Ru En € admin ¥

2 Users ® profile Y Filters <> Markup templates & Projects (D) Checkers & Locks & Server information

2* Add template Edit template:

Template name

DEFAULT

Puc. 44 — LL1a6noHbI pa3MeTKHU

LLIa6n1oHbI pa3MeTKM HYXHbl A1 MMMOpPTa/aKcnopTa pa3MeTkn. C MX NoMoLLbI0 KOMMEHTapuUn B
MCXOJHOM KoJie 6yayT npeobpa3oBbIiBaTLCSA B pa3METKY Ha cepBepe UCTopuKM 1 obpaTHO. LLlabnoH ¢
mMmeHeMm DEFAULT ecTb Bcerga, ero Hesnb3s oTpefaktuposatb uan ypanmtb. Ha Puc. 45
npeacTaB/ieHbl BCe Mo WwabnoHa, A4OoCTynHble A5 peAaKTMpPOBaHuUs.

Edit template: My_template

Template text
{{.section_start}}: {{.detector}} r:{{.review}}|s:{{.severity}}|a:{{ .action}}|c:{{.last _comment}}

Scope
® line

File

Section start

//svacer_review

Section end

// This defines typical script for parsing markup

text := import(“"text")
fmt := import("fmt")

LIERITTIETEE LTI AT R LR TR T T AL i ]
// INPUT DATA
LIERITTIETEE LTI AT R LR TR T T AL i ]

1
2
3
a
5
6
7
8

// Global variables:
// section_start, section_end, template
// REVIEW_LIST, SEVERITY_LIST, ACTION_LIST - list of possible values for review/severity/action

// Global functions:

// curr_markup() - returns current markup from file

// is_severity(arg) - returns true of arg is valid severity value
// is_review(arg) - returns true of arg is valid review value

Puc. 45 — PepaKktupoBaHue WWa6/10Ha pa3sMeTKU

[ns co3paHnsa AN M3SMEHeHUs LIabIoOHOB ciedyeT obpatuTbcs K paspabotynkam Svace History
Server.



5.11 Noppaep)xka npotokosa LDAP pnsa ayreHTMGUMKALUM Nosib3oBaTenen
5.11.1 O6wuit npuHUUN ayTeHTuUGUKaLum
CxeMa ayTeHTUPUKaLMKN C NOMOLLBIO NpoTokosia LDAP cnepytowas:

1. CepBep 3anyckaeTcs C yKa3aHMEM KOHUrypauuoHHoro ¢arna ¢ Hactpoikamu ans LDAP
ayTeHTUPUKaLUK

2. B popmMe ayTeHTUDMKALMM NOJSIb30BaTENb BbIOBUPAET HYXKHBIM TUN ayTEHTUOUKaLuK (svacer
uan LDAP)

3. Mpu BbIGope ayTeHTUOUKauum LDAP, nocne 3anonHEHUS HEOOXOAMMbLIX MNapaMeTpos,
3anpoc Ha ayTeHTUdUKaLMIo OTAPaABASETCS Ha cepBep svacer

4. CepBep Svacer, MCNoJb3ysl HACTPOMKU K3 KOHPUrypaumoHHoro d¢daina, obpauwaercs K
BHellHeMy LDAP cepBepy 1 npoBoAUT NPOBEPKY MOJIb30BaTENS

5. B cnyyae ycneluHol ayteHTUdUKauuu, B Bl cepsepa Svacer cosaetcsi 3anuch (ecsiv ee elle
HeT) A1 Nob30BaTe/is, YTO6bl MOXKHO 6b1J10 YNPaBATL PONASAMU LAHHOTO MO/1b30BaTENS

6. CepBep BO3BpallLAeT TOKEH 6e30MacHOCTU A/1a AasibHenwen paboTbl, aHANOTMYHbIN TOKEHY,
BO3BpaLLLAEMOMY NpU ayTEHTUOMKALMM NOKA/bHbIX NOJIb30BaTENEN

[Ns Ka)kAoro noJib3oBaTensi, YCNewHo npolleaiero nposepky Ha LDAP cepsepe, co3paertcs
JNIoKanbHasg 3anucb B BJl Svacer. YnpaBnsTb TakMM MOJ/Ib30BaTE/IEM MOXHO KaK U 06bIYHbIM
Nno/ib30BaTe/NIEM, 32 UCK/IIOYEHUNEM:

s [lonb3oBaTento HeNb3s CMEHUTb NapoJib

s [lonb3oBaTenb He MOXXET CMEHUTb MapoJib CaMOCTOATENIbHO

s B cnyyae otcytctBUA CBA3M MexXay cepBepoM Svacer u cepsepoM LDAP, aAaHHbIN
NoJib30BaTeJib HE CMOXET 3a1TU B CUCTEMY

5.11.2 3anycK cepBepa ¢ noaaep>xKou LDAP

CepBep MOXKET bObITb 3anyLLUEH KaK B C NOAAEPXKKON ayTeHTUOMKaumm Yyepes LDAP, Tak n 6e3. [ins
TOro, 4tobbl BKAOUYUTL ayTeHTUdUKauuto Yyepes LDAP HeobxoaAnMO yKazaTb KOHPUIrypaunOHHbIN
dann. Tunoson npumep KoHPUrypaumoHHoro damna Ansg NOAKAOYEHNS K KOHTPOJIEPY AOMEHA
MS ActiveDirectory nnm cepepy openLDAP MOXXHO NO/Y4UTb C MOMOLLIO KOMaH/bI:

svacer Idap print
3anyck cepsepa ¢ noaaep»xkon LDAP ocylecTBASETCS KOMaH40M:
svacer server --ldap Idap.json

Mpwu 3anycke cepsep svacer GopMupyeT CNNCOK JOCTYNHbIX a5 LDAP ayTeHTUdUKaumm cepBepos m
BbIBOAMT COOTBETCTBYlOWEee coobuweHne. Huxe npuBeaeH nor cepeepa, 3anyLWeHHOro ¢
noanepKkom npotokona LDAP.



22-07-13T10:46:02.730+0300 Object store internal ID e94T4blc-893a-47ea-b096-60T7e1522288
22-07-13T10:46:02.780+0300 1 SQL Schema version 124862f7289%9e83fl1fcc7cas52eab2d7dalddealnd

.781+0300 1 Connected to object storage at /home/chseva/.cache/svacer

2.790+0300 1 Loading ldap configuration from file: ldap.json
.793+0300 1 LDAP server added: openLDAP3

2.793+0300 1 Starting history server backend
.793+0300 1 gRPC server running on :3002

2.802+0300 1 Performing migration fix-serials

Mocne 3anycka cepBepa svacer ¢ nogaep>kkom LDAP B GUI ctaHoBUTCS akTUBHA BKNaaKa LDAP.

Insa ayteHTMdUKaLUnmM ¢ nomollbio LDAP HeobxoauMo BbiGpaTh cepBep 13 BbiNagatoWero Crmcka.

Static Analysis History Server &

Svacer LDAP
Servers

openlLDAP3 W

Mpu Ha)kaTMM Ha KHonKy Details nosiensetcs 6onee nogpobHas MHPOPMaLUS O CEpPBEPE U €ro

poctynHoctn (napametp Alive). JoctynHocTb cepBepa LDAP npoBepsieTcs B MOMEHT 3anycka
cepBepa Svacer, npu ayTeHTMOMKaUMKM TMNONb30BaTeNd, a TaKxke (B c/lydyae Haimuus
COOTBETCTBYHOLLLErO NapamMeTpa B KOHOUIypaUMOHHOM daiine) NnepuoanyecKu.

B cnyyae kKoHdurypaumm cepsepa Svacer ¢ noaaepxkom LDAP MOXKHO OTK/IHOUYMTb BO3MOXKHOCTb
ayTeHTUOMKaLMM NoNb3oBaTeNe BCTPOEHHbIMU CpeAcTBaMm cepBepa Svacer (BKiagKa Svacer Ha
cTpaHuue Bxopda). B 3ToM ciyyae BKiaAka Svacer Ha cTpaHuue Bxoja 6yAeT HeaKTUBHON U
Nno/sib30BaTe/In CMOIYT 3aX04MUTb B CUCTEMY TOJIBKO € nomouwbio LDAP ayteHTMdMKauum. [aHHoe
noBefeHMe PacnpocTpaHsaeTcss M Ha paboTy C cepBepoM C NMOMOLLBI MHTepdelrica KOMaHAHOM
CTPOKW. [N OTKAKOYEHMSI BO3SMOXHOCTU ayTeHTUDMKAUMM BCTPOEHHbIMU CpeacTBaMU cepBepa
Svacer Hy»XHO ucnonb3oBaTb onuuto disable-svacer-auth.

MNpumep: svacer server --ldap Idap.json --disable-svacer-auth

5.11.3 KoHdurypaumnoHHbin dpaiin cepeepa ana noaaep>kku LDAP
TunoBon NpuMmep KoOHOUrypaummn npeactaBsieH HUXKe.

{



"servers": [
{
"name": "active_directory",
"basedn": "dc=domain, dc=home, dc=org",
"useGroup": true,
"hideURL": true,
"checkAlivePeriod": 60,
"connection": {
"url": "ldap://192.168.11.71:389",
"connectAs": "cn=ldap_service,cn=users,dc=domain, dc=home,dc=org",
"password": "12345678",
"ignoreCertCheck": true
+
"group": {
"basedn": "cn=users",
"filter": "(&(objectCategory=Group)(cn=dep_devops))",
"userMember": "member",
"display":"cn"
3
"user": {
"basedn": "cn=users",
"filter": "(&(objectCategory=Person) (sAMAccountName=*))",
"login": "sAMAccountName",
"group": "dn",
"info": {
"display": "cn",
"email": "email",
"firstName": "givenName",

"lastName": "sn"

}
3
"enabled": true
3
{
"name": "open_ldap",

"basedn": "dc=example,dc=com",



"useGroup": true,
"connection": {
"url": "ldap://127.0.0.1:389",
"connectAs": "cn=admin,dc=example, dc=com",
"password": "12345678",
"ignoreCertCheck": true,
"caCertFiles":["/etc/ssl/certs/a*","/etc/ssl/certs/my_certs/*"]
+
"group": {
"basedn": "ou=groups",

"filter": "(&(objectClass=groupOfNames) (cn=svacer))",

"userMember": "member",
"display":"cn"
3
"user": {
"basedn": "ou=users",
"filter": "(&(objectClass=PosixAccount))",
"login": "uid",

llgroupll: "dn",
"info": {

"display": "dn",

"email": "mail",
"firstName": "givenName",
"lastName": "sn"
}
+

"enabled": true

B KoHOMUrypaumMmM MOXHO YKasaTb HECKONbKO cepBepoB. Bce cepBepa B COBOKYMHOCTU
paccMaTpUBalOTCA KaK €AuHbI UCTOYHUK NPOBEPKM nosib3oBaTener. To ecTb ecan Ha JByX
cepBepax 6yayT ABa No/b30BaTeNs C OAMHAKOBLIM JIOTMHOM, OHU 6YAYT CYNTATLCSA UAEHTUYHBIMUA.
Huyxe NpUBOANTCS ONMcaHUe NapaMeTPoB KOHPUrypaLmu.



® name — Npou3BOoJIbHOE UM (YHUKaNbHOE A1 KaXK0ro cepBepa)

¢ basedn — DN oTHOCUTEJIBHO KOTOPOro 6yayT npoBoauTcs Bce onepauumn B LDAP katanore

® useGroup — NpOBEPATb JIN NPUHALJIEXXHOCTb NOJIb30BaTENA K rpynne

¢ hideURL — He nepepaBaTb ceteBol agpec LDAP cepBepa. KoHeyHble nosb3oBaTenin 6yayt

BUJETb B BbINa/aloOLIEM CMNCKE TONIBKO UMS cepBepa, YKasaHHoe B noJsie name. B nosne URL

6y[eT nycras CTPoKa.

¢ checkAlivePeriod — [IpoMeXXYTOK BPEMEHU B CEKYH[ZaX, KOTOPbIA [AO/HKEH MPOXOAUTb

MeXay nepuoanvyecKkMMmn npoBepkamMun AocTynHoctn cepeepa LDAP. Ecin napameTp paseH

0 nAn He yKasaH, Takasi TpoBepKa He NPOBOAUTCS.

e connection — noacekuua, ornncbiBarolaa rnnapaMeTpbl coeguHEHNA C CEpBEPOM

url — agpec cepsepa, popmarta: Idap[s]://domain:port

connectAs — wuMma nonb3oBatens B ¢popmate DN, u3 nog Kotoporo O6yayt
npounssoauTtcs onepaummn B LDAP katanore

password — naponb nonb3oBaTtens

ignoreCheck — He npoBepsATb cepTudumKat B cayyae ldaps:// coeguHeHus. MonesHo
npu camMonoAnucaHHblx ceptuédukatax. Ecnm ¢nar yctaHoBneH B 3HayeHue false,
Heobxo4MMO YCTaHOBUTL 3HaYyeHue noas caCertFiles.

CaCertFiles — ™maccuB 3HayeHWI, OMUCbIBaOWMX Kakne aisbl KOPHEBbIX
ceptudumkaToB A06aBAATb B KOHUrypaumio svacer. Popmat pannoB ceptudpukaToB
— PEM

® group — noacekuua, onncCbiBaeT NapaMeTpbl MNPOBEPKU NPUHAONEXKHOCTU NOJIb30BaTENA K

rpynne

basedn — RDN, gobasnsemas kK obueit DN. OTHocuTenbHo storo DN npoussoanTtcs
NOUCK rpynnbl

filter — ¢unbTp, Mcnonb3lyeMbin Npu noucke rpynnbl. Heobxoammo, ecnn Haao
YyKa3aTb HECKOJIbKO rpynn

userMember — aTpubyT B rpynne, coaep<allnii noab3oBaTenen, NpUHaaAeXKaLLnx
rpynne

display — aTpubyT, cogep<almin MMs rpynnbl 415 OTO6paXKeHus

® user — noacekuus, onnucbiBaeT NapaMeTpbl Noay4yeHUs MHd)OpMaLI,VIM O MNnoJib3oBartene

basedn — RDN, gobasnsemas kK obueit DN. OTHocuTenbHo storo DN npoussoanTtcs
NOUCK rpynnbl
filter — dunnbTP, MCNONL3YEMBIN NPU NOUCKE NOIb30BaTENEN.
login — aTpunbyT, B KOTOPOM HaxoauTcs login nonb3oBatens
group — aTpuOYT B NoJib30BaTeie, Ha KOTOPbIN CCblslaeTcs aTpuoyT
group.userMember (06bI14HO 3TO «dn» Nonb3oBaTeNs)
info — nopacekuma onucbiBaloLWAs B KaKUX aTpubyTax HaxoAuTcs MHbopMaLmsa o
nosib3oBartese

e display — aTpubyT, coaep)KalWmi MNonHoe WMs Mnonb3oBaTens Ans

oTobpaxkeHus (PNO)



® email — aTpMbYT C NOYTOBLIM agpecom
¢ firstName — aTpubyT c UMeHeM
¢ |astName — atpubyTt c damunmen

® enabled — ncnonb3oBaTb UK HET AaHHbIN cepBep

5.11.4 NUcnonb3oBaHue CLI cepBepa Svacer ¢ nogaep>xkoi LDAP

INs  BbINOMHEHMS HEKOTOpbIX JenctBuit B cli ¢ nomouwbio KoMaHApl svacer Tpebyetcs
ayTeHTUOMKaumsa noJsib3oBaTens. [ns ayTeHTUGUKaumm ¢ nomoupto ldap cepsepa HeobxoauMo
YyKa3aTb B KOMaH/Zle KpOMEe MMEHM MOJIb30BaTeNsl M Mapoas MMs cepBepa C Nomollbio dnara
Idap_server (uMs cepBepa perucTp-3aBnucumo). Hanpumep:

./svacer quickdiff --user loginok --password loginok --ldap_server openLDAP2 --
project zstd --branch zstd_14 --shapshot_vi1 v1.4.1 --shapshot_v2 zstd_140

Ecaun énar Idap_server He ykasaH, ayTeHTUGUKaLMA NPOM3BOAUTCS MEXaHM3MaMK cepBepa svacer,
Kak M B npegplaywmx Bepcusix. Mapametp ldap_server MOXHO onycTuTb, yKasaB cepBep B
nepemMeHHom oKpykeHnsa SVACER_LDAP_SERVER. Hanpumep:

SVACER_LDAP_SERVER="openLDAP2” ./svacer quickdiff --user 1loginok --password
loginok --project zstd --branch zstd_14 --snapshot_vl v1.4.1 --snapshot_v2
zstd_140

[Ns nonydyeHuUs cCnmucka noafepyKMBaeMbix cBelcepom LDAP cepBepOB MOXHO WMCMOJIb30BaTb
KOMaHAy:

./svacer ldap servers --host 127.0.0.1 --port 8080

BbiBOA, coaeput aBa ctonbua (MuMa u URL cepsepa). B KadecTBe 3HayeHMs Aaa napamertpa
|dap_server Heob6xoAMMO UCNONBL30BaTh COAEPXKMMOE NEPBOro CToN6La.

5.11.5 O6HoBneHue paHHbIX LDAP nonb3oBatenei

Ons kaxgoro LDAP nonb3oBaTens co3faetcs COOTBETCTBYHWaAs eMy 3anucb B bJl Svacer, B
KoTopyto BkJtodaetcs OO mn3 LDAP n agpec ero afeKTpOHHOM MoYThl. Yepe3 Kakoe-To BpeMs
JaHHble MOJIb30BaTEJIEM MOIYT MEHSATbCS, B 3TOM CJ/ly4ae BO3MOYKHO OOHOBWUTH JAaHHble LDAP
noJib3oBaTeNien, XpaHalwmecs B Svacer, CMUHXPOHN3UPOBaB MX C AaHHbIMKU LDAP cepBepa.

Ona  o6HOBAEHMS  OAHHbIX OAHOIMO  MOJIb3OBAaTeNsl MOXHO  BOCMOJIb30BAaTbCS  OKHOM
peaaKTMpoBaHMA MOJIb30BaTeNIsl, B KOTOPOM MOXHO Haxatb KHonky Load from LDAP. B
COOTBETCTBYIOLME OKHA ByayT AobaBsieHbl AaHHble, 3arpy»eHHble U3 LDAP cepBepa.



#" Change user profile

Login:

E-mail:

petrov_pe

Last Name:

Petrov

First Name:

Peter

Middle Name

Load from LDAP Reset changes

TaKkXe [aHHble MoJb30BaTeiel MOXKHO O6HOBUTHL C MOMOLLLIO MHTEpdENCca KOMaHOHOW CTPOKM.
[N 3TOro MOXHO Mcnosib3oBaTh nogkoMaHay updateUsers komaHapl ldap. O6uwmin cuHTakcuc
KOMaH/bl BbIFAAUT CAeAyoWmM o6pasoMm:

./svacer ldap updateUsers --onlyEmpty

®nar onlyEmpty nossonset 06HOBAATb TO/ILKO NycTbie nons PO u eMail. 3anoaHeHHbIe NOAA He
6yayT uaMeHeHbl. KoMaHaa 06HOBUT laHHbIE BCEX MOJ/Ib30BaTeNEN, 3aMUCU O KOTOPbIX UMEIOTCS B
6a3e Svacer.



5.12 Moppep)Ka CKBO3HOM ayTeHTUGUKaLUm

Svacer noAAep’KMBaAET CKBO3HYHO ayTEHTUPUKALMIO Yepes reverse proxy. [ 3Toro ucnosib3yercs
onuusa proxy-mode. Mpu BKAKYEHMM 3TOM OMNLUM €CTb BO3SMOXKHOCTb MPOXOAUTL ayTEHTUDMKALUIO
(ucnonb3ys HTTP Basic Authentication) Ha reverse proxy cepBepe 1 UCMno/ib30BaTb 3TU JaHHbIe AN
ayTeHTUdUKaLMK Ha cepBepe Svacer.

Mpwn BKAOYEHHOM proxy-mode mcnonb3yetca header ¢ npokcu Authorization Basic ..., oTkyaa
svacer 6epeT MMs Moab30BaTeNs U NapoJ/ib, MPOBEPSAET U ayTeHTUOULIMPYET NOJb30BaTENSA, ECN
aKKayHT C TaKMM JIOTMHOM U NapoJieM cylecTtByeT B b/l nonb3oBatenen Svacer.

MpuMep 3anycka cepBepa € NogAepPKKON CKBO3HOM ayTEHTUPUKALMN:

./svacer server --proxy-mode

5.13 Noaaepxka OAuth

Svacer noAjepXuBaeT aBTopusaumio no nportokoay OAuth. [ns aBTOpU3aLMKM MCMOAL3YHOTCS
3anpocbkl GET /api/oauth/authorize 1 POST /api/oauth/token B cooTBeTcTBUM CO CTaHAAPTOM.

5.13.1 API-BbI30BbI A1 YNnpaBAeHUA KIMEHTaMU

. GET /api/oauth/clients — nonyyeHune Bcex KAMEHTOB A5 TEKYLLETO NONb30BAaTENS UAN BCEX
K/IMEHTOB TEKYLL,ErO cEpBepa A1 aAMUHA;

. GET /api/oauth/client?client_id={client_id} — nonyuyenue knmeHxTa no id;

. POST /api/oauth/client — co3gaHue HOBOro KAMEHTa;

. PUT /api/oauth/client — nsmeHeHue gaHHbIX KANEHTA;

. DELETE /api/oauth/client/{client_id} — ynaneHue knuneHra.

KnueHTbl MOryT 6bITb 3aperMcTpmpoBaHbl Ha naHesnu Settings > OAuth Clients. KnneHTt conep>xut B
cebe cnepytolme Nons:
. |ID — reHepupyeTcsa Ha cepBepe U HE U3MEHSETCA BNOCNEACTBUN,
. Name — 3apgaetcsa nosb3oBaTesieM MpU CO3AaHUM U MOXKET BMOCNAEACTBUU MEHSTLCS;
OTOOpaXaeTcs Ha CTpaHULE NOATBEPXKAEHUS aBTOPU3aALINK;
. Secret — reHepupyeTCs Ha cepBepe, He U3SMeHSEeTCS BNoC1eACTBUM M BO3BPALWLAETCS TO/IbKO
B OTBETE Ha 3arnpoc Co34aHuns;
. Domain — 3apmaeTcs nonb3oBaTesieM N MOXKET BNOC/IEACTBUM MEHSTLCSA; UCMOJIb3YeTCS Kak
redirect_uri, ecnu B 3anpoce authorize otcyTcTBYET 3TO Noe;
. Userld — nsBnekaetcs U3 ceccum BO BPEMS CO3/4aHMA U HE U3MEHSETCS BNOCAEACTBUMN.



6 [laHenb oTyeTOB

Beb-uHTepdeinc npenoctaBaseT naHeab ¢ OT4eTaMU, KOTOPasl MOKasbiBaeT HEKOTOPYHO CTaTUCTUKY
Nno AaHHbIM. Ha TeKyLnin MOMEHT NpefoCTaBAAIOTCA ABa TUMa oTyeTa:
1. General Report — cpaBHeHME [ABYX CHMMKOB M [MOKa3 JeTajbHOW CTAaTUCTUKU MO
pesy/ibTaTaMu CpaBHEHMUS.
2. Trends — MoKa3 U3MEHEHUS YMCNA HAWAEHHbIX NpeaynpeXXAeHUn Ha AMana3oHe Mexay
OBYMSI CHAMKaMMU.

Mpn BbIMUCNEHUM OTHETOB MCMONL3YETCA CAeAYHoLLAs TEPMUHOMOINSA KacaTe/lbHO MCMpPaB/IEHHbIX
npenynpeXxaeHuii:

TepMuH CeMaHTHKa

fixed indirectly Te MapKepbl KOTOPbIX HET B TEKYLLEM CHUMKE (T.e Kakne B MISSING ecnu
[eNaTb CPaBHEHUE CHMMKOB).

fixed Bce mapkepsl, Kakue fixed indirectly, natoc Te, kotopble uMenu review =
Confirmed u action = Fix Submitted




7 Pa6ota c SARIF

7.1 TeHepauusa SARIF

MopnepxknBaetcs reHepaums ¢anna SARIF, KOTOpbI MOXET ObiTb NPOYMTaH NpU MoMoLM
pacwmpeHuns Microsoft SARIF Viewer, GitHub nnu DefectDojo.
NToroBbin ¢dann coaep>KUT COMOCTaB/EHME BHYTPEHHMX 3HAYEHUM KPUTMYHOCTM MapKepoB CO
3HayeHumsAMM ypoBHSA SARIF no chnepyrouemMy npaBuay:

e (Critical -> error

* Major -> warning

¢ Minor -> note

e Normal -> none
Mpn uMnopTte pe3ynbtatoB aHanm3a B SARIF go/KHbI ObiTb MNpefocTaBfeHbl AaHHble Aas
NOJKJ/IIOYEHUSA K CEPBEPY, TaK KaK 3Ha4YeHUS KPUTUYHOCTU MapKepoB 6epyTca oTTyaa.

O6uiue napaMeTpbl A8 MMMopTa:
e out-file, 0 — UMs BbIxoaHOro danna unun «-» ans ebisoga B stdout
¢ scheme — neyaTb NpMMepa cxeMsbl BbixogHoro darna SARIF
¢ include-contents — BKkAto4YaTb KOHTEHT PaifoB, B KOTOPbIX OGHaPYXEeHbI NpeaynpeXaeHns

7.1.1 TeHepauusa us .svres

Mpu MMnopTe 13 paiina svres UCNob3yrTCs OMNOJ/IHUTE/IbHbIE NapaMeTpbl:
® svace — NyTb K UCMOJIHAEMOMY dalily svace
® svace-dir — MHTEPNPETMPOBATL NYTb, KaK MyTb K AMPEKTOPUM .svace-dir

MpumMep KoMaHabl A8 reHepauun gaina SARIF:
./svacer sarif -o <path_to_result_file> --svace <path_to_svace>
<path_to_project_or_svace-dir>

7.1.2 TeHepauusa U3 JaHHbIX C cepBepa

Mpn nMNopTe U3 AaHHbIX C CEpBEpPa UCMOJb3YHTCS CeAytolme AONONHUTENIbHbIE NapaMeTpbl:
e from-server — onuua gnas Noay4YeHUs AaHHbIX C cepBepa
® project — ums unm id npoekta
e branch — umsa nam id BeTkn (master no ymonyaHuio)
e snapshot — umsa nam id cHumka (last no ymonyaxumio)

TakKe, A/ KOPPEKTHOTNO MOJyYeHUss HEOBXOAMMOro MNpoeKTa, [JOJ/KEH ObiTb YyKasaH
NMo/Ib30BaTe/lb, Y KOTOPOro €CTb IOCTYN K 3TOMY MPOEKTY.

Mpumep KoMaHabl Ana reHepauun paina SARIF 13 gaHHbIX ¢ cepBepa:



./svacer sarif -o <path_to_result_file> --from-server --user <user> --password
<password> --project <project_name>

7.2 3arpyskKa Ha cepsep u3 SARIF

Mpu 3arpy3Ke JaHHbIX Ha CEPBEP UCMOJIb3YIOTCA CeAyloLMe NapaMeTpsbi:

read-file, r — ¢aiin SARIF, 3 Kotoporo Heo6xoANMMO YMTaTb JaAHHbIE

project — Ha3BaHMe NPOEKTA Ha cepeepe (Mo yMoAYaHMIO COBMNaAaeT C UMeHeM daitna)
branch — Ha3BaHWe BeTKM Ha cepBepe (Mo ymMonyaHuo master)

snapshot — Ha3BaHWe CHMMKA Ha cepBepe (Mo YMONYaHMIO BpeMs 3arpysKu)
skip-source — nponyckaTtb UCXOAHbIN Ko, Gpanios ¢ NpeaynpeXxaeHnsaMm

path-prefix — 3amMeHATb NpeduKcbl B Ha3BaHuKM dainnos (prefix:replacement)

MpuMep KoMaHApbl A1 3arpy3Kn Ha cepBep:

./svacer sarif upload -r <input_file>



8 WHrerpauums c Visual Studio Code

B coctaB guctpubytmsa Svacer Bxoamt extension gns Visual Studio Code, obecneuuBarowimnii
B3amMMogeinctemne nosibsoBatens us VS Code ¢ cepsepom Svacer. MNoapobHas nHbopmMaLumst MoXKeT
ObITb HaMAeHa B AOKYMEHTAaUMM Ha [aHHOe paclumpeHue B AMcTpubytmBe Svacer no nytu
integrations/vscode/readme.pdf.
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